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Briefing

New European General Data Protection 
Regulation (GDPR) and Directive

Number 99

The new GDPR will apply in the UK from 25 May 2018. It reflects 
advances in technology, and represents a step increase in 
responsibilities for safeguarding personal data, and maintaining 
audit trails of what has been done, when and why. May 2018 may 
seem a long way ahead, but we advise beginning preparations now, 
if not started already.

What is the GDPR?

The GDPR is the European Union’s legislation that will be incorporated into UK law. There are new and 
different requirements from the existing UK Data Protection Act (1998) (DPA). Advice on how to comply with 
the new legislation is still emerging from the Information Commissioner (ICO), whose office is represented 
in the Article 29 working party of the European Union (EU). The new legislation applies to those defined as 
controllers and processors within organisations that handle personal data. 

The definitions of these roles and of personal data broadly overlap with, but are more extensive, than 
those in the DPA. The controller says how and why personal data is processed and the processor acts on 
the controller’s behalf. This briefing provides an overview of the new changes and implications in order to 
help readers to prepare for GDPR implementation. It is also advisable to read and study the full advice 
from the ICO.1

Personal data

The GDPR recognises that online identifiers can trace people electronically, and so includes these, for 
example an IP address, in the definition of personal data. Everything defined as personal data under the 
DPA is also caught by the GDPR. Like the DPA, the GDPR also applies to manual records, but the new, 
wider, definition includes those data accessible according to specific criteria. The ICO gives the example of 
chronologically ordered sets of manual records that contain personal data, and warns that pseudonymised 
data, such as that which has been key-coded, can fall within the scope of the GDPR depending upon how 
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difficult it is to attribute the pseudonym to an individual. For example this might catch rural postcodes that 
contain a single habitation.

The GDPR covers special categories of personal data – ie sensitive personal data – introducing some changes 
over the DPA definition, to include genetic and biometric data where processed to uniquely identify an 
individual. Personal data relating to criminal convictions and offences are not included in this sub-definition.

Lawful processing

The DPA required a legal basis for processing personal data, under the GDPR this must be documented, 
and will affect individuals’ rights. Relying on the data subject’s consent to process will confer stronger 
rights, such as to have their data deleted. The GDPR has specific clauses relevant to the public sector’s 
activities in Article 6(1):

(c) processing is necessary for compliance with a legal obligation; and

(e) processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller.

However, another clause in Article 6(1) is not available to public authorities:

(f) Necessary for the purposes of legitimate interests pursued by the controller or a third party, except 
where such interests are overridden by the interests, rights or freedoms of the data subject.

Article 9(2) provides lawful processing cover in ten clauses that will be useful for public authorities:

(a) Explicit consent of the data subject, unless reliance on consent is prohibited by EU or 
Member State law

(b) Processing is necessary for carrying out obligations under employment, social security or social 
protection law, or a collective agreement

(c) Processing is necessary to protect the vital interests of a data subject or another individual where 
the data subject is physically or legally incapable of giving consent

(d) Processing carried out by a not-for-profit body with a political, philosophical, religious or trade 
union aim provided the processing relates only to members or former members (or those who have 
regular contact with it in connection with those purposes) and provided there is no disclosure to a 
third party without consent

(e) Processing relates to personal data manifestly made public by the data subject

(f) Processing is necessary for the establishment, exercise or defence of legal claims or where courts 
are acting in their judicial capacity

(g) Processing is necessary for reasons of substantial public interest on the basis of Union or Member 
State law which is proportionate to the aim pursued and which contains appropriate safeguards
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(h) Processing is necessary for the purposes of preventative or occupational medicine, for assessing 
the working capacity of the employee, medical diagnosis, the provision of health or social care or 
treatment or management of health or social care systems and services on the basis of Union or 
Member State law or a contract with a health professional

(i) Processing is necessary for reasons of public interest in the area of public health, such as protecting 
against serious cross-border threats to health or ensuring high standards of healthcare and of 
medicinal products or medical devices

(j) Processing is necessary for archiving purposes in the public interest, or scientific and historical 
research purposes or statistical purposes in accordance with Article 89(1)

Consent

Under the GDPR the data sublet must provide some clear affirmative action. Implicit consent, failure to opt 
out, and pre-ticked boxes do not satisfy the requirements. Furthermore, the consent must be subsequently 
verifiable, so organisations must retain an audit trail of when and how consent was obtained. Individuals 
have the right to withdraw their consent at any time.

Data controllers do not have to seek fresh consent from data subjects so long as the standard of the existing 
consent meets the new requirements of the GDPR.

Individual rights

The GDPR confers eight rights on data subjects in relation to retention and processing of their personal data. 

Right to be informed

The extent of data that data controllers must supply to data subjects, typically through a privacy notice, 
depends upon whether it was obtained directly from the data subject or from another source. When 
obtained directly, the controller need not describe the categories of data nor, understandably, the source, or 
whether that source was publicly accessible. The subject must be informed at the time the data are obtained. 
If not obtained directly from the subject, then the subject need not be informed as to whether the provision 
is part of statutory or contractual requirements or obligation and possible consequences of failing to provide 
the personal data. In this case, the data subject must be informed within one month of its acquisition. If the 
data are used to communicate with the individual, then it must be provided when the communication takes 
place at the latest. The data subject must be informed before the data is disclosed to another recipient.

Other information that must be supplied in any case includes:

• identity and contact details of the data controller and the data protection officer;

• the purpose of the process and its legal basis;

• the legitimate interests of the controller or third party;

• any recipient or categories of recipients of the personal data;

• details of transfers to third country and safeguards;

• retention period or criteria used to determine the retention period;
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• the existence of each data subject’s rights;

• the right to withdraw consent at any time, where relevant;

• the right to lodge a complaint with a supervisory authority; and

• the existence of automated decision-making, including profiling and information about how decisions are 
made, the significance and consequences.

Right of access

Similarly to the DPA, under the GDPR, individuals will have the right to obtain:

• confirmation that their data is being processed;

• access to their personal data; and

• other supplementary information – this largely corresponds to the information that should be provided in 
a privacy notice.

The £10 subject access fee in the DPA is removed, but controllers may charge a reasonable fee based on 
administrative costs when a request is manifestly unfounded, excessive or repetitive. The time to respond 
is reduced to one month and ‘without delay’. It may be possible to extend the time limit by a further two 
months where requests are complex or numerous. Where the organisation believes that it has grounds to 
refuse a request, it must explain its rationale to the enquirer within one month.

The GDPR improves on the DPA regarding the channels to respond to access requests, by including 
electronic self-service as best practice. 

Right to rectification

Requests for data rectification must be actioned within one month, and third parties must also be informed 
where this is possible. Again there is a possible extension by two months in complex cases.

Right to erasure

The limitation on the right to be forgotten under the DPA – ie that processing causes unwarranted and 
substantial damage or distress – is removed under the GDPR. The circumstances under which individuals can 
request removal are:

• Where the personal data is no longer necessary in relation to the purpose for which it was originally 
collected/processed.

• When the individual withdraws consent.

• When the individual objects to the processing and there is no overriding legitimate interest for continuing 
the processing.

• The personal data was unlawfully processed (ie otherwise in breach of the GDPR).

• The personal data must be erased to comply with a legal obligation.

• The personal data is processed in relation to the offer of information society services to a child.
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Refusal to comply with such a request is lawful if it is:

• to exercise the right of freedom of expression and information;

• to comply with a legal obligation for the performance of a public interest task or exercise of official 
authority;

• for public health purposes in the public interest;

• for archiving purposes in the public interest, scientific research historical research or statistical purposes; 
or

• for the exercise or defence of legal claims.

There are extra requirements in relation to children’s personal data. The GDPR emphasises their enhanced 
protection, particularly in online environments such as social media. It acknowledges that children may not 
be fully aware of the risks involved in the processing at the time of consent.

Right to restrict processing

As with the DPA, individuals have a similar right to block or restrict processing of personal data. If this 
happens, the organisation can retain just enough data to ensure that the request is respected in future. 
Circumstances include:

• Where an individual contests the accuracy of the personal data, organisations should restrict the 
processing until the accuracy of the personal data has been verified.

• Where an individual has objected to the processing (where it was necessary for the performance of a 
public interest task or purpose of legitimate interests), and the organisation is considering whether its 
legitimate grounds override those of the individual.

• When processing is unlawful and the individual opposes erasure and requests restriction instead.

• If the organisation no longer needs the personal data but the individual requires the data to establish, 
exercise or defend a legal claim.

Right to data portability

This right is to allow individuals to obtain and reuse their personal data across multiple services as already 
happens in some cases in the UK. It only applies:

• to personal data an individual has provided to a controller;

• where the processing is based on the individual’s consent or for the performance of a contract; and

• when processing is carried out by automated means.

Organisations must provide the data in a structured, commonly used and machine-readable form such 
as .CSV. It must be provided free of charge and, if the individual requests, be sent directly to another 
organisation if this is technically feasible. Organisations must respond to the request without delay and 
within one month.
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Right to object

Individuals have the right to object to:

• processing based on legitimate interests or the performance of a task in the public interest/exercise of 
official authority (including profiling);

• direct marketing (including profiling); and

• processing for purposes of scientific/historical research and statistics.

If the processing is for the performance of a legal task or in the organisation’s legitimate interests, then the 
individual can object on the grounds of their particular situation, and processing must stop unless:

• the organisation can demonstrate compelling legitimate grounds for the processing, which override the 
interests, rights and freedoms of the individual; or

• the processing is for the establishment, exercise or defence of legal claims.

Of mainly tangential interest to the public sector, objections to processing for direct marketing purposes 
must be actioned immediately, and there are no grounds or refusal. Processing of personal data for research 
of a public interest task need not be complied with.

Rights related to automated decision-making and profiling

The GDPR safeguards individuals against the risk that a potentially damaging decision is taken without 
human intervention.

Individuals have the right not to be subject to a decision when:

• it is based on automated processing; and

• it produces a legal effect or a similarly significant effect on the individual.

Processors must ensure that individuals are able to:

• obtain human intervention;

• express their point of view; and

• obtain an explanation of the decision and challenge it.

The right does not apply if the decision is:

• necessary for entering into, or performance of, a contract between the organisation and the individual;

• authorised by law (eg for the purposes of fraud or tax evasion prevention); 

• based on explicit consent; or

• does not have a legal or similarly significant effect on someone.
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The GDPR defines profiling as any form of automated processing intended to evaluate certain personal 
aspects of an individual, in particular, to analyse or predict their:

• performance at work;

• economic situation;

• health;

• personal preferences;

• reliability;

• behaviour;

• location; or

• movements.

Automated decisions must not concern a child, or be based upon the special categories of data unless the 
organisation has explicit consent from the individual, or is undertaken in a case of substantial public interest. 
Processors must ensure that the processing is fair and transparent, and provide meaningful information 
about the logic involved. They must use appropriate mathematical or statistical procedures and implement 
appropriate technical and organisational measures to ensure error correction and minimise the risk of error.

Accountability and governance

Accountability and governance that have been implicit requirements under the DPA become specific 
provisions under the GDPR to increase accountability and transparency. Organisations are expected to 
establish comprehensive but proportionate governance measures. Privacy impact statements and privacy 
by design principles will become legal requirements in circumstances that will apply to most public sector 
organisations (the ICO has published advice2,3). 

Organisations must maintain records of:

• name and details of the organisation (and where applicable, of other controllers, your representative and 
data protection officer);

• purposes of the processing;

• description of the categories of individuals and categories of personal data;

• categories of recipients of personal data;

• details of transfers to third countries including documentation of the transfer mechanism safeguards in 
place;

• retention schedules; and

• description of technical and organisational security measures.
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Breach notification

Organisations only have to notify the relevant supervisory authority of a breach where it is likely to result in 
a risk to the rights and freedoms of individuals. If unaddressed such a breach is likely to have a significant 
detrimental effect on individuals – for example, result in discrimination, damage to reputation, financial 
loss, loss of confidentiality or any other significant economic or social disadvantage. Such a breach must be 
notified to the ICO and affected individuals directly and within 72 hours of the organisation becoming aware 
of it. Organisations should make sure that staff understand what constitutes a data breach, and that this is 
more than a loss of personal data. 

Organisations should ensure that an internal breach reporting procedure is in place. This will facilitate 
decision-making about notifying the relevant supervisory authority or the public.

In light of the tight timescales for reporting a breach, it is important to have robust breach detection, 
investigation and internal reporting procedures in place.

Does Brexit matter?

The GDPR applies before the earliest date on which the UK could secede from the EU and, in order to trade 
with the EU in any service that involves personal data, it would be necessary to demonstrate compliance 
with, or equivalence to, the GDPR. Consequently, the government has already confirmed that Brexit will 
make no difference to the incorporation of the GDPR into UK law.

What to do?

Preparations for GDPR fall into two categories: systems and people.

Systems

Data mining or big data applications that are becoming more common in order to match resources to 
demand may well be caught by the requirement to treat electronic identifiers as personal data. Legacy 
systems that process personal data (both explicit and inferred or derived from electronic identifiers ) will 
need to be amended, and it may be necessary to build in the audit trails to comply with the documentation 
requirements of the GDPR.

Looking forward, all new developments in the pipeline require a check to see whether GDPR compliance 
needs to be incorporated.

People

The people-related issues may be more demanding on resources. Implementation of the DPA resulted in 
significant training effort to ensure that all staff who handled or processed personal data were fully aware 
of theirs and the organisation’s responsibilities. Similarly, the extended requirements of the GDPR will 
require training updates. Applying this throughout large public organisations will clearly take some time, 
and it is essential that this is completed before May 2018, else the organisation is at risk from the substantial 
fines that the ICO can impose in the event of non-compliance. Public sector organisations form the bulk of 
financial penalties imposed to date under the DPA, and given the pressure on resources, who can afford to 
lose any money, let alone incur the adverse public reaction to a breach?
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Further reading

• ICO best practice on privacy by design and privacy impact assessments: http://bit.ly/1Ea2fFk

• ICO Overview of the General Data Protection Regulation (GDPR): http://bit.ly/29lxF0U
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