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President’s 
letter

The only way

is ethics 

The last few months have seen us become 
more dependent on digital technology 
than ever before. Learning, socialising, 
shopping and working online have 
become routine, with Socitm research 
finding that 82% of local authority staff 
have been working from home (p9). As 
technologists working for local public 
services we can take pride in how we 
have supported our colleagues in this. 

But digitising so much of our lives makes 
it increasingly important that technology 
is used ethically. That makes this the right 
time for Socitm to discuss the ethical use 
of technology and data, the topic of our 
Share National event taking place online 
on 24 and 25 September. It is also the 
subject of this issue’s main feature (p14). 

There are plenty of challenges, from 
bias in artificial intelligence to bad 
decisions made by algorithms, with the 
latter highlighted by August’s political 
U-turns over exam results (p6). I hope 
you can join us at Share National, 
whether taking part in sessions live 
or viewing recorded versions later. 

Elsewhere in this issue we look at 
how hybrid council meetings that 
combine physical and digital aspects 
could offer the best of both worlds 
(p20). We also hear from Socitm’s 
newest vice-president Mark Lumley, 
who is chairing the Share National 
conference, about London Borough of 
Hounslow’s reaction to coronavirus – 
and his love of camper vans (p22).  

Following his election at the President’s 
Conference in May, Mark is now part 
of your team helping to guide Socitm’s 
work for its members. Our details 
are on p26; please get in touch if we 
can help or if you have ideas about 
how our society can develop.

Sam Smith 
Socitm President

Share National information  
and registration:  
bit.ly/share-national-ethical

Sept. 2020

http://bit.ly/share-national-ethical
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Inform update.  
We’ve been busy! 

This summer has seen Socitm Inform publishing new 
reports on the impact of coronavirus, including the use 
of data in the pandemic’s early stages, how contact 
centres could change as a result and progress in moving 
council meetings online – see p20 for an extract. We have 
also released a briefing on setting up and running an IT 
department; common problems with accessibility; and 
a set of guides on artificial intelligence and social care.

View all Socitm publications online at: 
socitm.net/inform/resource-hub

Top five  
most common 
accessibility issues 
faced by UK council websites

July 2020

Report

inform

Brought to you by Socitm Ltd  |  Reference: 20012 Report

Top five most common 
accessibility issues

Our latest accessibility report 
details common issues 
encountered by users on council 
websites across the UK.

Briefing

How to: run an IT department

This briefing is focused on the 
steps to take in setting up and 
running an IT department. The 
third in this series, it is for anyone 
charged with this responsibility, in 
local public service organisations 
of any size and type.

How to: 
run an IT 
department
June 2020

Briefing

inform

Brought to you by Socitm Ltd  |  Reference: 20013

Virtual and 
hybrid council 
meetings
July 2020

Briefing

inform

Brought to you by Socitm Ltd  |  Reference: 20015 Briefing

Virtual and hybrid 
council meetings

This briefing discusses the 
findings from our research on the 
experiences of councillors and 
democratic services officers in 
introducing and running virtual 
and hybrid council meetings to 
comply with social distancing rules.

White paper

Leveraging data in the 
Covid-19 pandemic

This white paper investigates 
and explores the work that local 
councils, across the UK and Europe, 
have done to collate, analyse and 
use data to design and provision 
essential services during the 
initial phase of the pandemic. 

Leveraging data 
in the Covid-19 
pandemic 

July 2020

White paper

inform

Brought to you by Socitm Ltd  |  Reference: 20016

The future of 
contact centres 
post-Covid-19 
July 2020

Briefing

inform

Brought to you by Socitm Ltd  |  Reference: 20014 Briefing

The future of contact 
centres post-Covid-19

This briefing considers the 
future of contact centres in the 
light of experiences generated 
during the Covid-19 pandemic.

inform advisory

Guide

The BANK
Your friendly assistant Jayden

Jayden is typing...

Hello, I am Jayden, your automated assistant. 

How can I help you today?

Hello, I would like to know the balance on my account please

Because you watched ‘Steve Jobs’

Hollywood films

How AI  
meets  
social care

Brought to you by Socitm Ltd  |  Reference: 20007 Guide

How AI meets social care

This set of guides addresses four key 
issues with respect to the adoption 
of AI technologies in social care. It 
will be a useful resource for those 
considering how best to harness the 
opportunities presented by AI, to 
stimulate conversations and to make 
the case for these technologies in 
improving services for the public.

inform

advisory

2020

12:00

Guide

Professional  practice

How AI meets social care:

Brought to you by Socitm Ltd  |  Reference: 20009

inform advisory

Guide

Legal and 
commercial

How AI meets social care:

Brought to you by Socitm Ltd  |  Reference: 20010

infor
m
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Guide

TechnicalHow AI meets social care:

Brought to you by Socitm Ltd  |  Reference: 20011
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School grade fiasco

shows ‘huge risk’ from

mismanaged algorithms  

Public sector bodies that fail to 
manage automated decision-making 
risk damaging citizens’ lives as well 
as their own organisations, according 
to experts commenting on the use of 
algorithms to award grades to pupils. 

With exams cancelled due to 
coronavirus, UK qualification bodies 
introduced algorithms to generate 
grades for pupils. Although these 
generally took teachers’ estimates 
as a starting point, some pupils 
were downgraded based on their 
schools’ past performance. Some 
pupils taught in smaller groups, 
which are more common in private 
schools, were spared downgrading. 

Following outcries and claims of 
bias, both the Scottish then the 
Westminster governments scrapped 
algorithmic adjustments to use 
teachers’ estimates alone. But 
the process had hit hundreds of 
thousands of pupils, particularly 
those depending on grades for 
university entrance, and universities 
then had to cope with more students 
qualifying for entry as teachers’ 
estimates were generally higher.

These events also triggered the 
resignation of Sally Collier as the 
chief executive of Ofqual and 
widespread criticism of UK education 
secretary Gavin Williamson. 

William Barker, Socitm’s associate 
director and practice lead on digital 
ethics, and society vice-president 
Mark Lumley said the events 
highlighted the need to examine 
how information systems are used 

to inform decision-making. “The 
stark conclusion emerging is that 
if you don’t fully understand how 
a program is working and what it 
will do if you use it with your data 
in your social, operational and 
political context, you are running 
a huge risk,” they wrote in a 
blogpost. “If it will affect decisions 
about real people’s lives, you will 
want to think long and hard about 
whether using it is a good idea.”  

Prime Minister Boris Johnson 
blamed a “mutant algorithm” for 
the initial exam results, but such 
blame-shifting was rejected by 
Gavin Freeguard, programme 
director and head of data and 
transparency for the Institute 
for Government, a think-tank. 

“Algorithms are made by humans,” 
he wrote in a comment article. 

“Humans decided what the rules 
should be and what data should 
be used. Humans should also have 
been well aware of the limitations 
of the data available, what the 
problems were likely to be and 
the need to mitigate them.”  

Freeguard added the government 
risks losing public trust if it 
continues to make mistakes in 
its use of data and technology. 

“Algorithms can, if used properly, 
improve the speed and accuracy of 
decision making – HMRC uses an 
algorithm to help identify instances 
of tax evasion, for example, saving 
time and money by more effectively 
targeting raids on businesses,” he 

wrote, but added: “It starts on the 
back foot when ‘algorithms’ will 
now forever be associated with 
downgrading and disappointment.”

“Humans decided 
what the rules should 

be and what data 
should be used” 

Gavin Freeguard,  
Institute for Government  

In a blogpost for the Ada Lovelace 
Institute, a research organisation, 
Elliot Jones and Cansu Safak said 
that Ofqual’s main reasons for 
using an algorithm appeared to 
be maintaining standards and 
controlling grade inflation, but 
added: “From the public’s response, 
it is clear now that this is not 
what they wanted from such a 
system.” They add that it is vital 

“that we learn to identify, define 
and understand the potential of 
algorithmic risks from the outset”. 

6  |  Socitm In Our View

News



Socitm blogpost on lessons of 
problem algorithms: 
bit.ly/3koZjhu

Gavin Freeguard comment article 
for the Institute for Government: 
bit.ly/3mo4zDT

Ada Lovelace Institute blogpost 
on transparency: bit.ly/32CRmzc

William Barker and Mark Lumley 
will be discussing digital ethics in 
a panel session at 11.15am on the 
first day of Socitm’s Share National 
event on digital ethics:  
bit.ly/share-national-ethical

Read more

Ethics could have helped

avoid algorithmic outcry   

Consideration of ethical 
attributes including autonomy, 
justice and explicability could 
have helped avoid the outcry over 
the use of algorithms in adjusting 
estimated grades, Socitm 
President Sam Smith has said.  

Socitm has produced a 
framework detailing five 
attributes of ethical practice (p17). 
Speaking on 9 September at a 
webinar run by the Major Cities 
of Europe group, of which the 
society is a member, Sam said 
that three of the five attributes 
were particularly relevant 
to the school grades row.  

The use of algorithms had 
impacted on people’s autonomy, 
as there appeared to have 
been little attempt to involve 
those who would be affected 
in development. The same was 
true of justice: “It appears that 
the algorithm really failed on that 
measure – it did not appear to 
produce a fair outcome,” she said. 

Finally, the process lacked 
operational transparency 
and was not well-explained 
to school staff, pupils and 
parents. “They do appear to be 
key measures by which you can 
judge the success of things that 
are being done from a digital 
perspective,” she summed up. 

Sam said that local authorities 
could learn lessons from 
the episode, including that 
algorithms will need assessing 
carefully: “It can’t just be a 
tick-box exercise, you need to 
look at things forensically,” she 
said. Authorities need to ask 
if the proposed approach is 

proportionate and ethical then 
carry out rigorous testing in an 
operational setting with relevant 
data. Finally, this work needs to 
be underpinned by checks and 
balances: “Make sure you get 
that governance and I would say 
crucially executive scrutiny as 
well as stakeholders,” she added. 

Later this year, Socitm will hold a 
consultation event at St George’s 
House, a centre in the grounds 
of Windsor Castle set up by 
the Duke of Edinburgh to host 
discussions of use to society, to 
help develop research in this 
area. The society will publish a 
playbook of practical guidance for 
ethical approaches and specific 
briefings on topics including 
how ethics fits with place-
making and professionalism. 

“We want to champion ethical 
practice,” said Sam. She quoted 
Professor Luciano Floridi of the 
Digital Ethics Lab at University 
of Oxford: “Ethics comes 
before the rules, during the 
rules and after the rules.” 

Coronavirus has shown how 
questions of digital ethics 
will affect other areas, she 
added: “Children from poorer 
backgrounds are being excluded 
from the opportunities to 
learn during lockdown because 
they don’t have the same 
access to digital solutions 
as pupils from wealthier 
backgrounds.” This is because 
home-schooling for pupils 
with good technology, physical 
space to use it and parents 
able to supervise their work 
leads to much better outcomes 
than those without these. 

“Being transparent about approaches 
and data practices upfront is 
crucial in building trust, especially 
in pressurised circumstances,” 
wrote Jones and Safak. 

Parliament’s education select 
committee urged Ofqual to be 
more transparent about its model 
in July, but the organisation offered 
information late, publishing its 
model on results day itself. This 
model had a predictive accuracy of 
about 60%, meaning 40% of pupils 
would have received different 
results if they had sat exams. 

“Had Ofqual chosen to prioritise 
accuracy for pupils, it may well be 
there wasn’t enough good data to 
create an acceptable model, and 
acknowledging the limitations of 
existing data is an important part 
of any algorithmic assessment 
process,” Jones and Safak said.

They added that independent 
scrutiny, risk and impact mitigation, 
legal compliance and systems of 
redress are all key to algorithmic 
accountability. “Algorithmic redress 
can only be meaningful and useful 
if that redress can reverse the 
consequences of an incorrect 
original judgement,” they wrote.
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UK National Data Strategy:  
bit.ly/3mo9jcF

Evaluation of Troubled Families 
Programme:  
bit.ly/2ZLRNW2

Open Knowledge Foundation 
blogpost: bit.ly/3kwHYTT

Data strategy calls for more

local capability and sharing  

Local as well as national 
organisations will be expected to 
develop world-leading capabilities 
in data and data science, according 
to one of five ‘missions’ outlined 
in the government’s National Data 
Strategy published on 9 September. 

As part of work the strategy 
proposes on capability, leadership 
and culture, organisations will 
need leaders who understand 
the role of data, along with 
expert resources and staff with 
adequate skills at all levels. 

The strategy also calls for “a ‘data-
sharing by default’ approach across 
government” that “tackles the 
culture of risk aversion around 
data use and sharing”. It adds: “As 
we move to implementation, we 
will work with partners to better 
understand the needs and barriers 
faced by local government in 
utilising data to its fullest potential. 
We will cut down on bureaucratic 
burdens, tackle risk aversion and 
strengthen the incentives to share 
data across the public sector.” 

The strategy highlights ways 
in which data on individuals 
has been shared during the 
coronavirus pandemic, including 
the role of electronic health 
records in setting up the Recovery 
trial of potential treatments 
that identified dexamethasone 
as a useful drug in June. 

“Under this strategy, data and data 
use are seen as opportunities to 
be embraced, rather than threats 
against which to be guarded,” 
wrote Oliver Dowden, secretary 
for digital, culture, media and 
sport, in its foreword. “It means 

Read more

driving a radical transformation of 
how the government understands 
and unlocks the value of its own 
data to improve a range of public 
services and inform decisions at 
scale, through a whole-government 
approach driven from the centre.” 

administered by MHCLG. Since 
2015 the programme has involved 
350,000 families, combining data 
on problems and individuals 
by family group. Dorset County 
Council and Bristol City Council 
have implemented needs analysis 
systems to spot vulnerable children 
and families at early stages. 

An evaluation of the programme, 
published in 2019 by MHCLG and 
the Office for National Statistics, 
found that there were a third fewer 
looked-after children among those 
taking part compared to a control 
group, with similarly significant 
differences in the proportion of 
adults and juveniles receiving 
custodial sentences and a decrease 
of 11% in those claiming jobseeker’s 
allowance. It estimated that every 
£1 spent on the programme’s 
2017/18 cohort generated 
£2.28 in economic benefits. 

The data strategy draws on a call 
for evidence and programme 
of engagement carried out last 
year, which included meetings 
with representatives of local 
government. The government is 
running a further consultation, 
with local authorities among those 
invited to respond by 2 December.  

“Under this strategy, 
data and data use are 
seen as opportunities 

to be embraced, rather 
than threats against 

which to be guarded” 

Oliver Dowden,  
Secretary for digital, culture,  

media and sport 

The strategy’s plans for local 
government include the Ministry 
of Housing, Communities and 
Local Government (MHCLG) 
providing improved support to 
maximise the benefits of data and 
review organisational needs in 
terms of capabilities to manage, 
use and disseminate data. 

As an example of how councils 
can use data sharing it highlights 
the Troubled Families Programme, 
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Lockdown impact on respondents

Have all the ICT tools required to do jobs well 80% 

Had issues with technology used for virtual meetings  54% 

Learned a new digital or ICT skill 47% 

Remote working tools have increased productivity 46% 

Technology has helped balance personal and work lives 43% 

Service has adopted new ways of working with user benefits 42% 

Had issues with remote working tools 38% 

Virtual tools have made jobs easier 25% 

Received training on remote working tools 22% 

Involved in service design or software planning 9% 

2,500+ respondents to Socitm survey from about 70 UK local authorities

Local authorities and lockdown Before During 

Staff working from home 5% 82% 

Using office collaboration or video conferencing tools 30% 83%

Covid-19 digital & ICT  
impact survey report: 
bit.ly/covid-19-survey-report

All of Socitm’s  
coronavirus support:  
socitm.net/coronavirus

Read more

Most staff not trained to

use homeworking tools  

A large majority of local authority 
employees responding to a Socitm 
survey had not been trained or 
involved in the development of the 
digital tools that most now rely on to 
work from home. 

The survey of more than 2,500 
respondents, carried out in May 
and June and published in August, 
showed that around four-fifths were 
working from home using online 
tools, up from one in 20 before the 
coronavirus-triggered lockdown. 
Many reported positive outcomes 
from the move out of the office, with 
nearly half agreeing to questions 
on whether they had learnt new ICT 
skills, improved their productivity 
and found a better work-life balance. 

But the research found staff had 
received little training and even 
less involvement in using digital 
tools. Just a quarter had received 
training on using systems to enable 
remote working and fewer than 
one in 10 had been involved in 
designing services or software 
since lockdown. There were 
big differences between local 
authorities, with figures on training 
ranging from 61% for one council 
in the East of England to 11% for an 
authority in north-west England.  

On the lack of involvement in 
service and technology, the report 
said: “Authorities have had to 
rapidly deploy technology at the 
start of the crisis, leaving little 
time for co-design; but as we 
enter a new phase of lockdown, 
it brings forward opportunity to 
open conversations of how more 
members of local authority teams 
can collaborate towards future 
service design and planning.” 

Homeworkers have also suffered 
from technology capacity issues, 
with just over half of respondents 
reporting problems with virtual 
meetings. The report said that 
the speed and quality of home 
internet connections was the biggest 
problem, but systems controlled 
by local authorities including 
virtual private networks and online 
tools have also caused issues. 

“My internet connection keeps 
dropping, it cuts out all the time, so I 
end up using my own phone to make 
calls,” said one respondent to the 

survey. “There are daily ICT issues 
where you will get thrown out of 
online calls or can’t gain access due 
to slow internet connection speeds.” 

Socitm In Our View  |  9

News

http://bit.ly/covid-19-survey-report
http://socitm.net/coronavirus


www.netapp.com/us/business-continuity.aspx

http://www.netapp.com/us/business-continuity.aspx


http://go.veeam.com/ransomware-prevention-kit


Nations and
regions news

To pass on local authority IT news, 
email inourview@socitm.net  

Scotland

Dundee City Council will 
introduce specialist visualisation 
software from Swedish company 
ClimateView to allow people to track 
the progress of its climate action 
plan. It is the first local authority 
in Scotland to use the software.  

bit.ly/35JGPUR

Wales

Carmarthenshire County Council 
has updated its Hwb online self-
service portal to include a booking 
system for its waste and recycling 
centre and a reservation and 
collection service for its public 
libraries. The services, which use 
the council’s Granicus govService 
platform, helped the services 
re-open after lockdown.   

bit.ly/3mon4YJ

North-west England

Greater Manchester Combined 
Authority is considering a public 
services network that would 
cover the city region, rather 
than individual local authority 
areas. In August it published 
a discovery phase market 
notice asking for support in 
developing a business case.  

bit.ly/33ykcj9

Yorkshire and the Humber

Bradford Council’s VisitBradford 
service has set up an online 
service for planning future visits, 
as well as email newsletters for 
potential visitors and businesses, 
to support the rebuilding of 
tourism and hospitality in the city.  

bit.ly/33veHlt

West Midlands  

Worcestershire County Council 
has launched an online platform, 
Worcestershire Innovation, which 
aims to help businesses and other 
local organisations share ideas 
and collaborate at a time when 
physical events and meetings 
are difficult or impossible to 
organise. The platform uses 
Wazoku’s Idea Spotlight software. 

bit.ly/2ZGodRI

East Midlands

Lincolnshire County Council 
is supporting an app that aims 
to help agricultural workers 
avoid exploitation. The Farm 
Work Welfare app, which is also 
backed by Lincolnshire Police, 
provides guidance for both 
farmers and workers on licenced 
labour providers, verification of 
documents and rights, as well 
information on employment 
rights in eight languages.

bit.ly/2RuD5hy

South-east England

Portsmouth City Council has 
invited traders to pilot an app, 
Local My Stores, allowing them 
to order, request deliveries and 
pay for goods digitally. It has 
also set up a trial of Contactless 
Menu, an app for restaurants. 

bit.ly/3mrmUzF

Cherwell District Council, with app 
developer Street Tag, has launched 
a virtual treasure hunt with the 
aim of encouraging residents to 
spend more time walking and 
cycling around north Oxfordshire.

bit.ly/2ZHgJOa

London

Waltham Forest is planning 
to replace its ‘Tell Walt’ chatbot 
service, which it launched in 2018 
to handle waste management 
queries. The London borough wants 
to add WhatsApp to Twitter and 
Facebook, which it already serves. 

bit.ly/32x40zx

South-west England 

West of England Combined 
Authority and local public transport 
provider FirstBus have launched 
online booking for several bus 
services in Bristol, with the aim of 
helping those who want to be sure of 
getting a space on a specific service.   

bbc.in/2RBj9d2
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It is possible to adopt new technologies such 

as AI ethically according to academics, but it 

needs planning, training and regulation   

The last few years have seen some 
technology-driven businesses 
treating ethics as a set of barriers 
to bypass rather than values to live 
by. While usually staying within 
the letter of the law, companies 
have built fortunes on the back 
of questionable uses of personal 
data, inflaming tensions in society, 
ignoring regulations on taxi and 
accommodation licensing and 
tax avoidance, whether through 
international transfers or treating 
workers as self-employed 
contractors rather than employees. 

It makes sense for local public 
services to consider the technologies 
used by these businesses, such as 
artificial intelligence (AI), blockchain, 
the Internet of Things (IoT), 
advanced sensors, 3D printing and 
drones. But given their aim is to 
improve the lives of those they serve 
rather than milk them financially, 
ethics are a key consideration. 

Dr Dionysios Demetis, a senior 
lecturer at the Centre for Systems 
Studies in Hull University Business 
School, says local authorities are 
already making use of some cutting-
edge technologies, such internet-
connected ‘smart’ street lights or 
bins, the latter transmitting signals 
to indicate they are ready to be 
emptied. He sees potential in using 
drones to deliver emergency medical 
devices such as defibrillators or 
using geotagged social media data to 
help focus local authority resources, 
with some US cities choosing which 
restaurants to inspect based on 
those receiving bad online reviews. 

“The real potential is going to come 
from individuals that think in a 
combinatory manner in trying 
to handle public problems and 
improve public services,” he 
says. “New technologies have 
the potential to shape citizen 
or customer experience.”  

An increasing reliance on 
technologies makes information 
security increasingly important, 
with Demetis arguing that failing 
to protect systems is itself 
unethical. But it also requires a 
change of mindset, with those 
working in technology being aware 
of how technologies can fail.

“The most dangerous IT professionals 
are those that believe firmly in the 
benevolence of technology itself and 
treat its unintended consequences 
and built-in biases as exceptions, 
and not as systemic phenomena that 
are unavoidable and that need to 
be managed continuously,” he says. 

One group of technologies – those 
that depend on use of algorithms, 
such as AI and machine learning – 
present a particular set of ethical 
questions. “The more we give power 
to algorithms and the more we 
develop algorithmic capabilities 
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that push automation and limit the 
scope and frequency of manual 
interventions, the more we rely on 
algorithms that make the decisions 
for us,” says Demetis. “The prevailing 
mentality here is that if algorithms 
can do it then humans should stay 
out of it.” This can already be seen in 
financial markets, where automated 
systems change prices rapidly based 
on what competitors’ systems are 
doing, sometimes turning into “a 
very complex algorithmic ping-pong”. 

Expanding use of algorithms 
also reduces the scope of human 
decision-making. “Overall, we end 
up reacting to the decisions that 
algorithms make,” says Demetis. 

“Do we then really get to decide, or 
react to the consequences of how 
algorithms interact between them?” 

Professor Bernd Stahl, director 
of the Centre for Computing and 
Social Responsibility at De Montford 
University, sees three areas of 
ethical concern around algorithmic-
driven technologies. In machine 
learning, where large amounts of 
data are needed to ‘train’ or calibrate 
algorithms, it can be impossible to 
understand how such systems come 
to their conclusions. The second is 
more broadly around who benefits 
and who loses from the use of such 
systems. The third area focuses on 
‘general’ AI, as opposed to today’s 
narrow type, where technology 
could learn in about anything and 
potentially become sentient. “I don’t 
think it will hit local government any 
time soon,” Stahl says of the last. 

However, the first two areas 
generate plenty of problems, 
particularly the difficulties in 
understanding the workings of 
machine learning systems. Stahl 
says there are ways to gain insights 
into such systems’ decision-making, 
including changing specific inputs 
to see how this affects results and 
using two AI systems in parallel to 
check on each other. Organisations 
that rely on automated decisions 
are unlikely to escape blame if these 

system which provides a risk score 
for child neglect and abuse designed 
to help social workers decide which 
reports to prioritise, developed 
by a US county authority and used 
across the country: “On paper, it 
seemed a very good idea,” she says.  

But problems arose because of 
biases and errors within the data 
used to train the system. This 
was typically through structural 
issues rather than any individual’s 
intention, such as poorer and ethnic 
minority families being more likely 
to come to the attention of welfare 
services for other reasons. As a 
result, the system ‘believed’ that 
children from such groups were at 
higher risk, making it more likely 
to recommend interventions. 

Gardner says that there are 
ways to try to avoid embedding 
discrimination, but they are not 
reliable. For example, if machine 
learning systems are not given 
information on ethnicity or wealth, 
they often latch on to other 
data that is closely correlated 
such as address. “Data is never 
perfect,” she says. “At least ask 
questions and do what you can.” 

Despite the flaws of such systems, 
Gardner says that humans find 
it hard to argue against their 
results: “People using them are 
not aware that they are not as 
accurate or objective as AI is sold 
to be,” she says. “If it spits out a 
big red number, it can tip you over 
to defaulting to the algorithm.” 

Over time, staff who are experienced 
in making decisions may leave 
jobs where they feel they have 
to argue against software, to 
be replaced by less-skilled staff 
who are effectively trained by the 
algorithm. And while less-skilled 
staff using software may appear 
more efficient, such savings could 
be wiped out and worse if more 
mistakes are made. “You need to be 
cogent of the risks when deploying 
high-risk algorithms,” Gardner says. 

“The most dangerous 
IT professionals are 

those that believe firmly 
in the benevolence of 

technology itself” 

Dr Dionysios Demetis,  
Centre for Systems Studies,  

Hull University Business School 

Dr Allison Gardner, a lecturer in data 
science at Keele University and an 
elected member of Newcastle-under-
Lyme Borough Council, warns of 
algorithms’ tendencies to generate 
biased results. This has been well-
publicised in judicial systems such  
as Compas software used in the US  
(p14, In Our View issue 14), but it can 
affect any area even when systems are 
set up with care. Gardner refers to a 

are faulty. “There is an interesting 
question around responsibility 
and liability,” he says. “As an end-
user organisation with limited 
resources, a local government may 
find it very hard to deal with.” 

Eventually, certification along the 
lines of energy efficiency labels and 
liability insurance for automated 
decisions could help, although 
both are at an early stage. Stahl 
adds that local authorities would 
be well-advised to develop some 
in-house expertise on such 
social and ethical issues, so they 
can ask the right questions and 
monitor ways to reduce risks. 
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UK government Centre for 
Data Ethics and Innovation: 
bit.ly/3fIsYPK

UK government Office for Artificial 
Intelligence: bit.ly/31AG7pd

Alan Turing Institute: turing.ac.uk

Ada Lovelace Institute: 
adalovelaceinstitute.org

New Zealand’s charter for 
algorithms: bit.ly/2XIEe8Q

FedRamp cloud computing 
certification: fedramp.gov

involve minimal, depersonalised 
analysis: “It’s not about collecting 
data for the sake of it,” says Shark. 

Ethical uses of technology are 
tied to the morals of specific 
societies. Shark recalls the negative 
reaction he received in Prague 
when he suggested monitoring 
social media posts, given people’s 
memories remain of Communist 
mass surveillance. He adds 
that technology changes much 
faster than legal systems can. 
These means that public sector 
organisations need to find ways 
to react quickly and smartly by 
being “active spectators”, with more 
input from technology experts. 

“This should not be left in the 
hands of computer engineers,” 
he says. “Technology should be 
monitored on a constant basis, 
through the lens of its implications 
for the public on morals and 
ethics. There is an opportunity for 
governments to monitor, test, use 
and make recommendations.” 

Dr Allison Gardner and Dr Alan 
Shark are giving keynote speeches at 
Socitm’s Share National event on 24 
and 25 September. Information and 
booking: bit.ly/share-national-ethical

She says there are other ways for 
public services to reduce the risks of 
AI. These include gaining experience 
through using systems for lower-
risk tasks such as planning refuse 
collection routes and carrying out 
risk assessments on the use of 
algorithms, although this requires 
both staff and elected members to 

biggest ethical challenges. But he 
thinks that blockchain, best-known 
for its use in digital currencies 
including Bitcoin, and the use 
of unstructured data both have 
issues that are worth considering. 

As a distributed ledger, blockchain 
is designed to record transactions 
irrevocably and publicly, which 
could make it a good choice for 
the likes of land records with Cook 
County in Illinois having built a 
blockchain system for this purpose. 
Shark says that ethical issues arise 
from what else the technology is 
used for: “Blockchain technology 
was developed to hide transfers 
of money,” he says. That does not 
rule it out for government use, but 
it should mean that suppliers to 
government are not involved in this. 

Certification could be an answer. 
Companies that supply cloud 
computing services to the US public 
sector use FedRamp certification 
to show they meet security and 
risk management standards. Shark 
says blockchain would benefit 
from a similar scheme, under 
which suppliers to government 
commit to a code of ethics that 
mean they would not provide 
services to those carrying out 
illegal and immoral activities. 

He also sees ethical dilemmas in 
public sector use of unstructured 
data. This is the source of some of 
the private sector’s most ethically 
dubious technology exploitation, 
and government bodies needs to 
be cautious not to follow suit. Shark 
says there are ways to use such data 
in helpful and ethical ways, such as 
tracking the language of previously-
visited sites to provide information 
automatically in that language, or 
tracking the public mood through 
sentiment analysis of social media 
to allow interventions before 
protests turn violent. But great 
care is needed to avoid following 
dictatorships such as China which 
use data to profile and control their 
citizens. An ethical approach will 

“Technology should be 
monitored on a constant 

basis, through the 
lens of its implications 

for the public on 
morals and ethics” 

Dr Alan Shark,  
Public Technology Institute and 

George Mason University 

be trained in the technology so they 
can ask intelligent questions. It also 
makes sense to empower staff to 
monitor and override algorithmic 
decisions, something which can 
be helped by systems providing 
a percentage level of confidence 
like weather forecasts giving the 
chances of rain. Transparency 
and consultation with a diverse 
range of citizens is vital: “People 
need to be AI aware,” she says.  

Dr Alan Shark, executive director 
of the Public Technology Institute 
and associate professor at George 
Mason University’s Schar School 
of Policy and Government, agrees 
that AI is the technology posing the 

Read more
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Bridging the ethical divide 
Many organisations including Socitm are working to 
provide guidance on digital ethics, writes William Barker

Whether it is the issue of 
preventing the misuse of Covid-19 
technology and data, the need 
to combat algorithmic bias in the 
development and design of public 
services or controversy around 
discriminatory facial recognition, 
the issue of digital ethics is never 
far away from the headlines.

Taking a step back can help 
us focus on the role of ethics. 
Quite simply, these are moral 
principles that govern a person’s 
or group’s behaviour and inform 
decision making. The ethics of 
digital technology and data cover 
ethical aspects of technological 
design and use, together with 
the ethical impacts of digital 
technology on society as a whole.

Given the global nature of this 
challenge, international bodies such 
as the Organisation for Economic 
Co-operation and Development 
(OECD) and Institute of Electrical 
and Electronics Engineers (IEEE) 
have identified broad principles and 
standards on digital ethics. These 
principles have been adopted by the 
G20 group of industrialised countries 
and have recently led to the 
creation of the Global Partnership 
on Artificial Intelligence which the 
UK, US, EU and other partners 
have established to champion 
responsible AI and data governance.

Alongside this, official bodies like 
the Office for Artificial Intelligence, 
Centre for Digital Ethics and 
Information Commissioner’s 
Office are working closely with 
Digital Ethics Lab, Alan Turing 
Institute, Open Data Institute and 
Digital Catapult in championing 
digitally ethical practice across 
the UK public sector.

As a result, we are seeing 
an emerging digital ethics 
framework, build around the 
following core values:

 › Beneficence: do good. Benefits 
of work should outweigh potential 
risks. Digital, data and technology 
that interact with people’s 
wellbeing, finances, relationships 
and health particularly require 
robust ethical principles.

 › Non-maleficence: do no harm. 
Risks and harms need to be 
considered holistically, rather 
than just for the individual 
or organisation. Privacy and 
security risks require social 
and organisational design, 
not just technological.

 › Autonomy: preserve human 
agency. To make choices, people 
need to have sufficient knowledge 
and understanding. It is 
important to involve stakeholders 
and interest groups in ethical 
risk assessment and design.

 › Justice: be fair. Specific 
issues include algorithmic 
bias and equitable treatment. 
Consider whether a technology 
could produce or magnify 
unequal outcomes, and if 
so, how to mitigate this.

 › Explicability: operate 
transparently. Be ready to 
explain a system’s working as well 
as its outputs. Make all stages of 
the implementation process open 
to public and community scrutiny.

Socitm is developing a digital ethical 
practice collection on its resource 
hub, built around these five core 
values to help leaders, policy-makers 

and practitioners bridge the divide 
between theory and practice and 
embed digital ethics at operational 
and place-based levels. This aims 
to increase awareness amongst 
political and executive leadership 
in organisations to encourage them 
to dedicate more resources to 
identifying and addressing relevant 
digital ethics concerns, across not 
just their organisations but the wider 
communities which they serve.

It also aims to educate policymakers 
and those in legal and policy 
teams on how to build governance 
structures that incentivise 
organisations to address digital 
ethics issues and address the needs 
of local people and communities 
in inclusive and just ways, as 
well as technology practitioners, 
data analysts and developers on 
techniques to address, detect, 
and mitigate ethical concerns 
with AI and big data projects.

William Barker is an associate director of 
Socitm and its practice lead on digital ethics

Digital ethics guide for 
professionals: bit.ly/34kXhd8

OECD AI Policy Observator:  
oecd.ai

IEEE ethical work: 
ethicsinaction.ieee.org

UK guidance landscape: 
bit.ly/2EgTDX2

ICO guidance: bit.ly/34k5Rct

Socitm resource hub:  
socitm.net/inform/resource-hub

Read more
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Web, cloud and 
network security, 
24/7 technical 
support
IP Performance tracks new 
products, services and 
developments in an ever-
changing marketplace. 
We deploy and test new 
technologies in our own 
labs, so we can deliver 
them to you with total 
confidence.

Our Network Services 
team can work with you 
to create complete end-
to-end solutions with the 
skills to architect, design, 
deliver, deploy, manage 
and provide support you 
can rely on.

To find out more about 
our products and services, 
or just to chat to one of 
our team, give us a call, 
email or visit us online. 

socitm@ip-performance.co.uk 
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The 
sustainable 
workplace

It’s not all about cloud  
and remote working. 
It’s about implementing 
meaningful, lasting change, 
created from a working 
environment, physical or virtual, 
that puts employee wellbeing first. 

A place we all happily go to 
on a Monday morning. 
A place that encourages 
and nurtures. 
That gives the entire 
workforce all that they need 
to reach their full potential. 

We’re in a good place. 
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Hybrid physical and virtual council meetings could 

provide environmental and financial benefits as well 

as improving the lot of councillors, says Jodie Yates 

The Coronavirus Act permits the 
government to issue regulations 
that allow local authority council and 
committee meetings to take place 
virtually, with one or more of the 
participants in different locations.

Those regulations say that virtual 
meetings must allow participants 
to access the meeting from home 
with domestic internet connectivity 
and a device such as a laptop 
computer or tablet; include controls 
for meeting management such as 
the ability to mute microphones or 
pause the meeting for reasons of 
confidentiality; and be accessible 
to members of the public, either 
as observers or contributors. 

But for many local authorities, 
holding virtual council meetings 
is a novel situation which has 
required a rethink on suitable 
approaches and best practice. Many 
local authorities have maintained 
a meeting structure as similar as 
possible to their on-site format, 
but the City of York has formally 
adopted a change to its constitution, 
introducing a process for urgent 
decisions to be taken by the chief 
executive in consultation with the 
executive management team. 

Councils have run various types 
of virtual meetings through the 
pandemic. These range from 
individual committees, such as 
planning, highways and licensing, 
to cabinet, scrutiny and full council 
meetings. In every case, what 
is important is ensuring that 
everyone understands how the 
meetings will be held, their roles 
and how to interact with the chair 
and each other. The unfamiliarity 
of remote working necessitates 
laying ground rules, setting 
expectations and establishing 
virtual meeting etiquette. 

Preparation paying off  

Local authorities have considered 
various technical solutions 
for the new requirements of 
virtual council meetings. It is 
clear that some authorities were 
better prepared than others 
and this has largely determined 
their comfort and success with 
the virtual way of working. 

Devon County Council had invested 
in Microsoft Teams 18 months 
ago and, whilst not all councillors 
embraced the change at that time, it 

positioned the county better for the 
pandemic lockdown and subsequent 
introduction of virtual council 
meetings. The London Borough 
of Richmond upon Thames has 
been using Public-i’s live streaming 
service to webcast its meetings to 
the public since 2011. Other local 
authorities such as Lambeth Council 
had been considering virtual council 
meetings prior to the pandemic as 
a result of high levels of member 
interest, and these members 
have embraced the technological 
changes that have been deployed to 
facilitate virtual council meetings. 

But other local authorities have 
experienced issues relating to 
technological difficulties, data 
breaches and a lack of digital skills 
and experience on the part of elected 
members. A number of councils have 
had to address the reluctance of a 
few members to engage with the 
virtual way of working, resulting in 
their complete absence from public 
meetings. In order to overcome the 
issue of limited digital skills and 
experience, local authorities have 
provided training on the use of 
their chosen solution. Importantly, 
many have demonstrated 
agility in their responses to 
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“It is important to ensure 
that the experience in 
the room is the same 
as that of those who 

attend virtually” 

Jodie Yates, Socitm Advisory

the concerns of councillors 
and staff, offering alternative 
technical solutions or providing 
further training if necessary.  

A virtual future  

While virtual meetings are seen to 
be more resource and time-intensive, 
numerous councillors from various 
local authorities have had them on 
the agenda for some time. Indeed, 
there has been a huge positive 
response from most councillors 
to the virtual way of working. This 
positive reaction suggests the 
need to seek variations of these 
regulations in order to permit 
councils to decide which meeting 
format best suits local needs. 

In line with the view of the 
Association for Democratic Services 
Officers (Adso), a number of local 
authorities have taken the position 
that hybrid council meetings – a mix 
of on-site and virtual participants 

– are currently unlawful due to 
government regulations on indoor 
gatherings. Therefore, the question 
of whether local authorities can hold 
hybrid meetings, if the regulations 
around virtual council meetings 
have not been amended specifically 
to provide for this, will depend on 
the easing of these social distancing 
restrictions. Nevertheless, there 
is a widely held recognition of the 
potential of hybrid council meetings 
to promote flexibility, reduce 
costs, benefit the environment 
and improve member wellbeing. 

Uncertainty around the capacity 
of technical solutions to facilitate 
virtual meetings has led some local 
authorities to take steps that could 
be damaging to local democracy. In 
its initial virtual meetings, City of 
York Council reduced the number 
of members participating while 
aiming to maintain proportionality. 
However, some councillors in parties 
with a smaller representation 
were prevented from participating. 
Lambeth Council restricted 
member attendance to 20 out 

of 63 in the first virtual council 
meeting due to the unpredictability 
of their virtual solution, with 
the outcome that two-thirds of 
councillors were unable to attend. 

It is important to ensure that the 
experience in the room is the 
same as that of those who attend 
virtually, and that all members 
have equality of opportunity to 
participate in the meeting, no 
matter where they are. Inviting all 
members to attend meetings on-
site, but providing a hybrid solution 
to those who wish to participate 
virtually, may resolve the concerns 
around equality and divisiveness. 

opportunity for many councillors to 
regain a work-life balance, especially 
those who also work full-time. The 
flexibility that accompanies hybrid 
meetings may also make the role 
of councillor more appealing to a 
wider range of people, perhaps 
in particular to those with caring 
responsibilities or employment 
alongside a councillor role. 

Adso is undertaking further 
research on hybrid meetings and 
their potential for increasing the 
efficiency of council meetings, 
reducing the costs of travel and 
improving the health and wellbeing 
of councillors. The LGA is developing 
a ‘key questions’ document that 
authorities may find useful when 
considering the hybrid meetings. 

But already, for chief information 
officers and heads of IT, the 
lessons are clear. Having a focus 
on the business purpose and the 
drive to find a way to continue 
council business has made rapid 
change possible. Ways of working 
that were previously considered 
unacceptable have become the 
norm. Providing the technology 
platforms, training and support 
are just part of the story. Local 
public services need to capture the 
benefits, the challenges faced and 
overcome to enable decisions to be 
taken about the future direction for 
virtual and hybrid council meetings. 

This is an edited version of Virtual and 
hybrid council meetings, a report by Jodie 
published by Socitm: bit.ly/2Ciafgo

Hybrid benefits  

A hybrid format for council meetings 
provides an opportunity for local 
authorities to reduce their carbon 
emissions, particularly rural 
ones: some members of Devon 
County Council can travel for 90 
minutes to get to a council meeting. 
Virtual council meetings have 
also generated savings for such 
authorities as members do not need 
to submit travel expenses. Virtual 
and hybrid meeting formats offer an 

Socitm publications on 
remote council meetings: 
bit.ly/remote-council-meetings

Government coronavirus 
regulations on local authority 
meetings: bit.ly/3gH3N0P

Local Government Association 
information on hybrid council 
meetings: bit.ly/2O7K9iu

Read more
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From service 
desk to leading 
with heart  
Socitm’s newest vice-president 
on his career so far and helping 
Hounslow staff work from 
home during the pandemic   

Mark Lumley 
Director of digital and IT for the  
London Borough of Hounslow 

About Mark Lumley:

Mark joined Epsom and Ewell Borough Council’s 
IT service after taking an economics degree at 
University of Exeter. Having worked in technical 
roles he moved into management and then set 
up a shared IT service with its Surrey neighbour, 
Elmbridge Borough Council. After five years, he 
moved to head the shared digital and IT service 
for Kingston, Sutton and partner organisations. In 
September 2019, he joined the London Borough 
of Hounslow as director of digital and IT and 
at Socitm’s President’s Week conference this 
June he was announced as a vice-president. 

Q. How did you get into local government IT? 

It was a bit of an accident really, but one that I have never 
regretted! After my degree I spent a year in the student 
union and used a lot of different technology, which I 
really enjoyed. When it came to looking for a ‘proper’ 
job, it was always going to be something in technology. 

I hadn’t really thought of working in local government 
until I got into it. My first role was on the IT service desk at 
Epsom and Ewell, and once I got settled into it I knew there 
was no going back. I find the breadth of what you can do 
in local government, its connection into the community 
and its ability to make a difference, hugely powerful.  

The best thing about being in IT is that you get to 
know and help the whole organisation. I distinctly 
remember at my first Christmas party at Epsom I 
pretty much knew everyone in the room, whereas 
I was conscious that people in the planning 
department only knew their immediate colleagues. 

I was at Epsom and Ewell for a number of years 
doing technical roles such as server infrastructure, 
networking and infrastructure engineering. I 
jumped over to manage the helpdesk for a while, 
then the opportunity arose to become head of 
IT. It was there I realised that people, culture and 
corporate change were the real passion for me.  

We started a shared IT service arrangement with 
Elmbridge Borough Council to transform the 
infrastructure and improve people’s lives whether our 
staff or citizens, and I was head of IT for both councils 
for five years. Having a single head and sharing other 
staff saved money, and corporate transformation is 
what gets me out of bed in the morning. My shared 
service and IT background led me to becoming the 
assistant director of IT for the two London boroughs of 
Kingston and Sutton, where I spent three years doing 
transformation and fixing the plumbing projects.  

Q. Why did you move to Hounslow last year?  

It was an opportunity to build upon my skills in a 
new part of London with a very different community 
and culture. The council wanted to move into more 
digital ways of working, having just relocated to a new 
building, rolling out new technology and introducing 
hot desking. The role appealed to my core strengths 
and my passion for corporate and cultural change 
that transforms the way an organisation delivers 
services rather than just changing technology. 

Amazingly, I’ve spent almost half of the time I have been 
at Hounslow working from home due to the coronavirus 
pandemic, and I’ve been incredibly grateful for the 
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technology that has enabled this. I think the country’s 
response to the pandemic has been truly impressive, and 
Hounslow’s specific contribution has been incredible.  

The response was immediate, with cross-functional 
groups of people coming together to work in completely 
new ways to design, implement and deliver completely 
new services, all at an unprecedented pace. Within just 
a few weeks we managed to deliver a huge amount, 
including the creation of community hub facilities to 
deliver food and essential supplies, along with serving 
other needs, underpinned by a new dedicated contact 
centre which has required completely new solutions, 
processes and ways of working. Despite the circumstances 
being incredibly tough and deeply concerning, it’s been 
amazing to have been part of this response and witness 
the dedication and adaptability of so many different 
people from so many different parts of the organisation. 

In digital and IT, we have had to support about 1,800 
people working at home, rather than the usual 400. 
Thankfully most already had the equipment they required, 
but culturally this was a huge shock. We needed to 
make sure that the infrastructure enabling them to 
work from home was resilient and reliable as well as 
provide enhanced support and help people to adapt. 
Although most had never used Microsoft Teams before, 
we are now delivering a weekly, interactive meeting 
for all staff hosted by a senior leader which is regularly 
attended by more than 400 staff. In addition, all formal 
council meetings, one-to-ones, team meetings and staff 
conferences are now being delivered through Teams. 

Hounslow is a member of the London Office of Technology 
and Innovation which aims to work more collectively 
across London. Along with a new digital strategy we also 
have an organisation-wide transformational programme, 
#OneHounslow, which started before the pandemic, and 
we now have Covid-related recovery work. Our challenge 
now is to align all of these elements. We have also initiated 
work which seeks to reinvent the relationship the council 
has with its communities by designing, developing and 
delivering new user-centred services and ways of working.  

There is an ambition, vision and collectiveness at 
Hounslow which I haven’t seen in other organisations 
I have worked in. An example is ‘lead with heart’, 
which is about putting ourselves in the shoes of our 
residents and having respect for our colleagues as 
well. We are trying to move IT from being a traditional 
back-office function that fixes the wi-fi and routers to 
a department that creates new connections with our 
community and sets up new ways of delivering services. 

Q. Why did you stand to be a Socitm vice-president? 

I’ve been a member of Socitm for most of my career and 
it has helped me improve service delivery through Better 
Connected reports, benchmarking and various other 
services. It is an organisation that is uniquely positioned 
to represent IT in local government, and it’s great to see 
how it has been adapting to reflect new ways of working.  

The reason I threw my hat into the ring to be a 
vice-president was to make a difference through 
collaboration. The user-centred service design 
approach is increasingly important. I think skill levels 
and experience vary hugely and sharing stories helps 
to inspire other organisations to be better and change 
their cultures. My theme as vice-president is ethics in 
new technology and data including cybersecurity, which 
seems particularly relevant in today’s post-Covid world.  

Q. What do you enjoy doing outside work?  

I have a red VW camper van, and I try to get out and 
about in the UK and beyond as much as I can. Being 
outside in the countryside helps me to switch off 
and getting some downtime and fresh air is really 
important for my mental health. I tend to either stay 
in a campsite just 15 minutes down the road close to 
the Gatwick flight path (fuelling the inner geek), or I 
venture further afield to Cornwall and Norwich.  

To complement my love of camping and the countryside, 
I also have a love of real ale – a pint of something 
real-aley in the camper van is a perfect combination 
and always guarantees a good weekend. On the 
home front, I have a tropical fish tank with just over 
a dozen tropical fish including tetras and guppies.    

Mark Lumley enjoying 
life in his camper van
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Coronavirus has 
demonstrated why 
councils are well-placed 
to handle data for their 
areas, writes David Ogden  

This month’s Share National event 
is taking place during the most 
challenging time in a generation, 
responding to the crisis which 
Covid-19 has created. Never has 
there been a greater focus on 
the need for harnessing data 
and using insight to address 
such a monumental issue.  

As we focus on local place decision-
making through our event, the 
need for data to specifically 
address the issue of containing and 
eliminating the Covid-19 pandemic 
is becoming more apparent.  

How do we achieve this? 

It has become clear that a one-size-
fits-all, top-down approach does 
not work. Local lockdowns are now 
being used to deal with specific 
rises in cases instead of nationwide 
ones. These initiatives to try to stem 
the virus are examples of outcome-
focused work, collaboratively 
designed by local government 
for local government, bringing 
in a placed-based approach. 

This is not the first time local 
government has led the way in 
using data to support its area. The 
London Borough of Barking and 
Dagenham featured in a Socitm 
Inform report last year which 
demonstrated the approach it 
took using data to drive action and 

Share National: we need 

to talk about digital ethics 

Information and booking 
for Share National event 
on 24-25 September:  
bit.ly/share-national-ethical

Socitm report on Barking  
and Dagenham:  
bit.ly/barking-dagenham

Pew Research Centre research on 
technology and democracy:  
bit.ly/tech-democracy

Read more

ultimately create better outcomes 
for citizens. The work included:  

 › Building a social progress 
index, measuring each of its 
wards in dozens of ways and 
launching locally targeted 
services as a result.  

 › Identifying and supporting 
237 children removed and 
placed in local authority care 
from just 71 mothers. 

 › Implementing technology 
allowing staff to work flexibly 
and remotely, allowing it 
to reduce office space. 

 › Re-organising 17 services 
into one ‘community 
solutions’ department.  

 › Chief executive Chris Naylor 
inviting technology suppliers 
to propose ways to tackle the 
borough’s specific problems 
such as domestic abuse.

What are the issues? 

There have been high-profile cases 
involving personal data which have 
created suspicion and mistrust 
among the public. These include 
the Cambridge Analytica scandal, in 
which the personal data of millions 
of people’s Facebook profiles was 
harvested without their consent 
and used for political advertising. 

Fake news and the use of personal 
data for political targeting have 
entered public discourse in a way 
not seen before. Research by the US-
based Pew Research Centre reveals 
a stark picture of the threats facing 

democracy from those who control 
digital technologies and the manner 
in which they harness data. Research 
carried out in June with 4,708 
American adults found that 72% who 
expressed a view believe that social 
media companies have too much 
power and influence in politics. 

Countering these threats are 
opportunities, none more so 
than those which have come 
to the fore during the Covid-19 
pandemic. This has led to a massive 
switch to using digital tools to 
access and collaborate across 
civil society and government. 

Our Share National event covers 
four topics – digital ethics, 
security, emerging technologies 
and harnessing data – providing 
you with the opportunity to hear 
from a range of experts on data 
and ethics. This will provide the 
chance to question, debate and 
take away ideas on best practice 
to support your own authority. 
We hope you enjoy the event. 

David Ogden is Socitm’s 
communications manager
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Find out more:
socitm.net/improve/accessibility-audit

Improve your 
user experience

Ensure your website 
is open to everyone

Reduce 
support costs

Be legally 
compliant **

Increase your audience 
and customer base

For a limited time,* Socitm’s partner Jadu is offering 
members an entry-level audit of secondary websites within 
organisational domains for £600, 50% off the usual price.

Need an accessibility 
audit for your 
additional websites?

In partnership with:

* Offer ends December 2020.  ** By 23 September 2020, all 
government sites must be accessible and meet to WCAG 2.1 
guidelines. You should also conform with the Equalities Act 2010.

Testing of your organisation's main website is included 
in your Socitm membership.

http://socitm.net/improve/accessibility-audit


Sam Smith
Socitm president

Head of digital and IT for 3C Shared Services; 
strategic IT lead, Cambridgeshire County 
Council and Peterborough City Council 

Policy theme: 
Healthy and well communities

Sam joined Cambridgeshire County 
Council as a helpdesk assistant after 
leaving university. She now leads on 
IT strategy for both Cambridgeshire 
and Peterborough councils and runs 
technology services provided by 3C Shared 
Services for three of Cambridgeshire’s 
lower-tier authorities. 

At Socitm she focuses on healthy and 
well communities, promoting a ‘left shift’ 
through which people are helped with 
their well-being much earlier, reducing the 
need for acute care.

Email: sam.smith@socitm.net 
   Sam Smith  |   @SamSmith5008

Sandra Taylor

Socitm immediate past president 
Assistant director of IT and digital, 
Worcestershire County Council

Policy theme: Leadership, diversity and skills

Email: sandra.taylor@socitm.net 
 Sandra Taylor

Alison Hughes  

Socitm vice-president 
Assistant director ICT, customer and digital, 
Liverpool City Council

Policy theme: Modernising ICT service delivery

Email: alison.hughes@socitm.net 
 Alison Hughes  |   @AlisonCatWoman

Mark Lumley

Socitm vice-president 
Director of digital and IT,  
London Borough of Hounslow

Policy theme: Ethical use of emerging technology and data

Email: mark.lumley@socitm.net 
 Mark Lumley  |   @MarkLumley

Huw McKee 

Socitm vice-president 
Head of IT and digital transformation, 
Conwy Council

Policy theme: Service design and transformation 

Email: huw.mckee@socitm.net 
 Huw Mckee  |   @huw_mckee

Meet the President’s team

Socitm’s president, immediate past president and three 
vice-presidents have specific responsibilities, based on 
areas members have identified as important
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West Midlands

30/09/20

South-west

02/10/20

North-west

06/11/20

East Midlands

07/10/20

Following the success of our online President’s Week, Socitm 
has moved all of the rest of this year’s events online. 

Our Share National events will now take place over two days, allowing 
you to take part in as many or few sessions as you like. When you 
register, please tick for each session you would like to attend. 

Our regional groups have been running online Share 
Local events throughout the pandemic which are open to 
participants outside their region – see map. Socitm is also 
holding regular Webinar Wednesday and workshop events. 

Full details can be found online at:  
socitm.net/events

Welcome to our online 
events for Autumn 2020

Share National: Modernising  
ICT service delivery

21-22 October 2020, online 

Even before the response of local public services 
to Covid-19, ICT service delivery was no longer 
business as usual. Join us to learn and share best 
practise about how we make this happen.

More information and booking: 
bit.ly/share-national-delivery

Share National: Ethical use of 
emerging technology and data

24-25 September 2020, online 

What do we mean by ethics and how do we 
apply them? How can the public sector best 
understand and use emerging technologies? 
Join us to discover and learn how to fit ethical 
considerations into what and how you support 
your organisations and communities. 

More information and booking: 
bit.ly/share-national-ethical

All regional events will 
be held online only 
for the rest of 2020.

http://socitm.net/events
http://bit.ly/share-national-delivery
http://bit.ly/share-national-ethical


C

M

Y

CM

MY

CY

CMY

K

Our View.pdf   1   05/08/2019   09:14:10

http://microsoft.com/enterprise/government


 In a world that needs to work diferently 

 Socitm Advisory are the proven experts 
 trusted by the Public Sector 

advisory

ERP 
Enterprise Resource 

Planning 

Options appraisal 

Business case 
development 

Change and adoption 
programmes 

Driving modernisation in the public sector 
through delivering independent, 

expert consultancy and innovative advice 
in technology change 

Health and Service 
social care innovation 

Technology Digital, data and technology 
enabled care transformation 

Integrated Service design 
care systems 

Digital and IT strategy 
Data insights development 

Smart 
sourcing 

Insourcing, outsourcing 
and multi sourcing 

Shared services 

Commercial and 
Procurement support 

advisory.socitm.net advisory@socitm.net @socitmadvisory socitm-advisory 

https://www.advisory.socitm.net/
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	The only way
	is ethics 
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	Following his election at the President’s Conference in May, Mark is now part of your team helping to guide Socitm’s work for its members. Our details are on ; please get in touch if we can help or if you have ideas about how our society can develop.
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	This summer has seen Socitm Inform publishing new 
	This summer has seen Socitm Inform publishing new 
	reports on the impact of coronavirus, including the use 
	of data in the pandemic’s early stages, how contact 
	centres could change as a result and progress in moving 
	council meetings online – 
	see p20 for an extract
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	This briefing is focused on the steps to take in setting up and running an IT department. The third in this series, it is for anyone charged with this responsibility, in local public service organisations of any size and type.
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	This set of guides addresses four key issues with respect to the adoption of AI technologies in social care. It will be a useful resource for those considering how best to harness the opportunities presented by AI, to stimulate conversations and to make the case for these technologies in improving services for the public.
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	School grade fiasco
	shows ‘huge risk’ from
	mismanaged algorithms  
	Public sector bodies that fail to manage automated decision-making risk damaging citizens’ lives as well as their own organisations, according to experts commenting on the use of algorithms to award grades to pupils. 
	With exams cancelled due to coronavirus, UK qualification bodies introduced algorithms to generate grades for pupils. Although these generally took teachers’ estimates as a starting point, some pupils were downgraded based on their schools’ past performance. Some pupils taught in smaller groups, which are more common in private schools, were spared downgrading. 
	Following outcries and claims of bias, both the Scottish then the Westminster governments scrapped algorithmic adjustments to use teachers’ estimates alone. But the process had hit hundreds of thousands of pupils, particularly those depending on grades for university entrance, and universities then had to cope with more students qualifying for entry as teachers’ estimates were generally higher.
	These events also triggered the resignation of Sally Collier as the chief executive of Ofqual and widespread criticism of UK education secretary Gavin Williamson. 
	William Barker, Socitm’s associate director and practice lead on digital ethics, and society vice-president Mark Lumley said the events highlighted the need to examine how information systems are used to inform decision-making. “The stark conclusion emerging is that if you don’t fully understand how a program is working and what it will do if you use it with your data in your social, operational and political context, you are running a huge risk,” they wrote in a blogpost. “If it will affect decisions about
	Prime Minister Boris Johnson blamed a “mutant algorithm” for the initial exam results, but such blame-shifting was rejected by Gavin Freeguard, programme director and head of data and transparency for the Institute for Government, a think-tank. 
	“Algorithms are made by humans,” he wrote in a comment article. “Humans decided what the rules should be and what data should be used. Humans should also have been well aware of the limitations of the data available, what the problems were likely to be and the need to mitigate them.”  
	Freeguard added the government risks losing public trust if it continues to make mistakes in its use of data and technology. 
	“Algorithms can, if used properly, improve the speed and accuracy of decision making – HMRC uses an algorithm to help identify instances of tax evasion, for example, saving time and money by more effectively targeting raids on businesses,” he wrote, but added: “It starts on the back foot when ‘algorithms’ will now forever be associated with downgrading and disappointment.”
	In a blogpost for the Ada Lovelace Institute, a research organisation, Elliot Jones and Cansu Safak said that Ofqual’s main reasons for using an algorithm appeared to be maintaining standards and controlling grade inflation, but added: “From the public’s response, it is clear now that this is not what they wanted from such a system.” They add that it is vital “that we learn to identify, define and understand the potential of algorithmic risks from the outset”. 
	“Being transparent about approaches and data practices upfront is crucial in building trust, especially in pressurised circumstances,” wrote Jones and Safak. 
	Parliament’s education select committee urged Ofqual to be more transparent about its model in July, but the organisation offered information late, publishing its model on results day itself. This model had a predictive accuracy of about 60%, meaning 40% of pupils would have received different results if they had sat exams. 
	“Had Ofqual chosen to prioritise accuracy for pupils, it may well be there wasn’t enough good data to create an acceptable model, and acknowledging the limitations of existing data is an important part of any algorithmic assessment process,” Jones and Safak said.
	They added that independent scrutiny, risk and impact mitigation, legal compliance and systems of redress are all key to algorithmic accountability. “Algorithmic redress can only be meaningful and useful if that redress can reverse the consequences of an incorrect original judgement,” they wrote.
	Read more
	Socitm blogpost on lessons of problem algorithms:
	 
	bit.ly/3koZjhu
	bit.ly/3koZjhu


	Gavin Freeguard comment article for the Institute for Government:
	 
	bit.ly/3mo4zDT
	bit.ly/3mo4zDT


	Ada Lovelace Institute blogpost on transparency: 
	bit.ly/32CRmzc
	bit.ly/32CRmzc


	William Barker and Mark Lumley will be discussing digital ethics in a panel session at 11.15am on the first day of Socitm’s Share National event on digital ethics: 
	 
	bit.ly/share-national-ethical
	bit.ly/share-national-ethical


	Ethics could have helped
	avoid algorithmic outcry   
	Consideration of ethical attributes including autonomy, justice and explicability could have helped avoid the outcry over the use of algorithms in adjusting estimated grades, Socitm President Sam Smith has said.  
	Socitm has produced a framework detailing five attributes of ethical practice (). Speaking on 9 September at a webinar run by the Major Cities of Europe group, of which the society is a member, Sam said that three of the five attributes were particularly relevant to the school grades row.  
	p17
	p17


	The use of algorithms had impacted on people’s autonomy, as there appeared to have been little attempt to involve those who would be affected in development. The same was true of justice: “It appears that the algorithm really failed on that measure – it did not appear to produce a fair outcome,” she said. 
	Finally, the process lacked operational transparency and was not well-explained to school staff, pupils and parents. “They do appear to be key measures by which you can judge the success of things that are being done from a digital perspective,” she summed up. 
	Sam said that local authorities could learn lessons from the episode, including that algorithms will need assessing carefully: “It can’t just be a tick-box exercise, you need to look at things forensically,” she said. Authorities need to ask if the proposed approach is proportionate and ethical then carry out rigorous testing in an operational setting with relevant data. Finally, this work needs to be underpinned by checks and balances: “Make sure you get that governance and I would say crucially executive 
	Later this year, Socitm will hold a consultation event at St George’s House, a centre in the grounds of Windsor Castle set up by the Duke of Edinburgh to host discussions of use to society, to help develop research in this area. The society will publish a playbook of practical guidance for ethical approaches and specific briefings on topics including how ethics fits with place-making and professionalism. 
	“We want to champion ethical practice,” said Sam. She quoted Professor Luciano Floridi of the Digital Ethics Lab at University of Oxford: “Ethics comes before the rules, during the rules and after the rules.” 
	Coronavirus has shown how questions of digital ethics will affect other areas, she added: “Children from poorer backgrounds are being excluded from the opportunities to learn during lockdown because they don’t have the same access to digital solutions as pupils from wealthier backgrounds.” This is because home-schooling for pupils with good technology, physical space to use it and parents able to supervise their work leads to much better outcomes than those without these. 
	Data strategy calls for more
	local capability and sharing  
	Local as well as national organisations will be expected to develop world-leading capabilities in data and data science, according to one of five ‘missions’ outlined in the government’s National Data Strategy published on 9 September. 
	As part of work the strategy proposes on capability, leadership and culture, organisations will need leaders who understand the role of data, along with expert resources and staff with adequate skills at all levels. 
	The strategy also calls for “a ‘data-sharing by default’ approach across government” that “tackles the culture of risk aversion around data use and sharing”. It adds: “As we move to implementation, we will work with partners to better understand the needs and barriers faced by local government in utilising data to its fullest potential. We will cut down on bureaucratic burdens, tackle risk aversion and strengthen the incentives to share data across the public sector.” 
	The strategy highlights ways in which data on individuals has been shared during the coronavirus pandemic, including the role of electronic health records in setting up the Recovery trial of potential treatments that identified dexamethasone as a useful drug in June. 
	“Under this strategy, data and data use are seen as opportunities to be embraced, rather than threats against which to be guarded,” wrote Oliver Dowden, secretary for digital, culture, media and sport, in its foreword. “It means driving a radical transformation of how the government understands and unlocks the value of its own data to improve a range of public services and inform decisions at scale, through a whole-government approach driven from the centre.” 
	The strategy’s plans for local government include the Ministry of Housing, Communities and Local Government (MHCLG) providing improved support to maximise the benefits of data and review organisational needs in terms of capabilities to manage, use and disseminate data. 
	As an example of how councils can use data sharing it highlights the Troubled Families Programme, administered by MHCLG. Since 2015 the programme has involved 350,000 families, combining data on problems and individuals by family group. Dorset County Council and Bristol City Council have implemented needs analysis systems to spot vulnerable children and families at early stages. 
	An evaluation of the programme, published in 2019 by MHCLG and the Office for National Statistics, found that there were a third fewer looked-after children among those taking part compared to a control group, with similarly significant differences in the proportion of adults and juveniles receiving custodial sentences and a decrease of 11% in those claiming jobseeker’s allowance. It estimated that every £1 spent on the programme’s 2017/18 cohort generated £2.28 in economic benefits. 
	The data strategy draws on a call for evidence and programme of engagement carried out last year, which included meetings with representatives of local government. The government is running a further consultation, with local authorities among those invited to respond by 2 December.  
	Read more
	UK National Data Strategy: 
	 
	bit.ly/3mo9jcF
	bit.ly/3mo9jcF


	Evaluation of Troubled Families Programme: 
	 
	bit.ly/2ZLRNW2
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	Open Knowledge Foundation blogpost: 
	bit.ly/3kwHYTT
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	Most staff not trained to
	use homeworking tools  
	A large majority of local authority employees responding to a Socitm survey had not been trained or involved in the development of the digital tools that most now rely on to work from home. 
	The survey of more than 2,500 respondents, carried out in May and June and published in August, showed that around four-fifths were working from home using online tools, up from one in 20 before the coronavirus-triggered lockdown. Many reported positive outcomes from the move out of the office, with nearly half agreeing to questions on whether they had learnt new ICT skills, improved their productivity and found a better work-life balance. 
	But the research found staff had received little training and even less involvement in using digital tools. Just a quarter had received training on using systems to enable remote working and fewer than one in 10 had been involved in designing services or software since lockdown. There were big differences between local authorities, with figures on training ranging from 61% for one council in the East of England to 11% for an authority in north-west England.  
	On the lack of involvement in service and technology, the report said: “Authorities have had to rapidly deploy technology at the start of the crisis, leaving little time for co-design; but as we enter a new phase of lockdown, it brings forward opportunity to open conversations of how more members of local authority teams can collaborate towards future service design and planning.” 
	Homeworkers have also suffered from technology capacity issues, with just over half of respondents reporting problems with virtual meetings. The report said that the speed and quality of home internet connections was the biggest problem, but systems controlled by local authorities including virtual private networks and online tools have also caused issues. 
	“My internet connection keeps dropping, it cuts out all the time, so I end up using my own phone to make calls,” said one respondent to the survey. “There are daily ICT issues where you will get thrown out of online calls or can’t gain access due to slow internet connection speeds.” 
	Read more
	Covid-19 digital & ICT impact survey report:
	 
	 
	bit.ly/covid-19-survey-report
	bit.ly/covid-19-survey-report


	All of Socitm’s coronavirus support: 
	 
	 
	socitm.net/coronavirus
	socitm.net/coronavirus


	Nations and
	regions news
	To pass on local authority IT news, email   
	inourview@socitm.net
	inourview@socitm.net


	Scotland
	Dundee City Council will introduce specialist visualisation software from Swedish company ClimateView to allow people to track the progress of its climate action plan. It is the first local authority in Scotland to use the software.  
	bit.ly/35JGPUR
	bit.ly/35JGPUR
	bit.ly/35JGPUR


	Wales
	Carmarthenshire County Council has updated its Hwb online self-service portal to include a booking system for its waste and recycling centre and a reservation and collection service for its public libraries. The services, which use the council’s Granicus govService platform, helped the services re-open after lockdown.   
	bit.ly/3mon4YJ
	bit.ly/3mon4YJ
	bit.ly/3mon4YJ


	North-west England
	Greater Manchester Combined Authority is considering a public services network that would cover the city region, rather than individual local authority areas. In August it published a discovery phase market notice asking for support in developing a business case.  
	bit.ly/33ykcj9
	bit.ly/33ykcj9
	bit.ly/33ykcj9


	Yorkshire and the Humber
	Bradford Council’s VisitBradford service has set up an online service for planning future visits, as well as email newsletters for potential visitors and businesses, to support the rebuilding of tourism and hospitality in the city.  
	bit.ly/33veHlt
	bit.ly/33veHlt
	bit.ly/33veHlt


	West Midlands  
	Worcestershire County Council has launched an online platform, Worcestershire Innovation, which aims to help businesses and other local organisations share ideas and collaborate at a time when physical events and meetings are difficult or impossible to organise. The platform uses Wazoku’s Idea Spotlight software. 
	bit.ly/2ZGodRI
	bit.ly/2ZGodRI
	bit.ly/2ZGodRI


	East Midlands
	Lincolnshire County Council is supporting an app that aims to help agricultural workers avoid exploitation. The Farm Work Welfare app, which is also backed by Lincolnshire Police, provides guidance for both farmers and workers on licenced labour providers, verification of documents and rights, as well information on employment rights in eight languages.
	bit.ly/2RuD5hy
	bit.ly/2RuD5hy
	bit.ly/2RuD5hy


	South-east England
	Portsmouth City Council has invited traders to pilot an app, Local My Stores, allowing them to order, request deliveries and pay for goods digitally. It has also set up a trial of Contactless Menu, an app for restaurants. 
	bit.ly/3mrmUzF
	bit.ly/3mrmUzF
	bit.ly/3mrmUzF


	Cherwell District Council, with app developer Street Tag, has launched a virtual treasure hunt with the aim of encouraging residents to spend more time walking and cycling around north Oxfordshire.
	bit.ly/2ZHgJOa
	bit.ly/2ZHgJOa
	bit.ly/2ZHgJOa


	London
	Waltham Forest is planning to replace its ‘Tell Walt’ chatbot service, which it launched in 2018 to handle waste management queries. The London borough wants to add WhatsApp to Twitter and Facebook, which it already serves. 
	bit.ly/32x40zx
	bit.ly/32x40zx
	bit.ly/32x40zx


	South-west England 
	West of England Combined Authority and local public transport provider FirstBus have launched online booking for several bus services in Bristol, with the aim of helping those who want to be sure of getting a space on a specific service.   
	bbc.in/2RBj9d2
	bbc.in/2RBj9d2
	bbc.in/2RBj9d2


	Adding ethics
	to computing  
	It is possible to adopt new technologies such as AI ethically according to academics, but it needs planning, training and regulation   
	The last few years have seen some technology-driven businesses treating ethics as a set of barriers to bypass rather than values to live by. While usually staying within the letter of the law, companies have built fortunes on the back of questionable uses of personal data, inflaming tensions in society, ignoring regulations on taxi and accommodation licensing and tax avoidance, whether through international transfers or treating workers as self-employed contractors rather than employees. 
	It makes sense for local public services to consider the technologies used by these businesses, such as artificial intelligence (AI), blockchain, the Internet of Things (IoT), advanced sensors, 3D printing and drones. But given their aim is to improve the lives of those they serve rather than milk them financially, ethics are a key consideration. 
	Dr Dionysios Demetis, a senior lecturer at the Centre for Systems Studies in Hull University Business School, says local authorities are already making use of some cutting-edge technologies, such internet-connected ‘smart’ street lights or bins, the latter transmitting signals to indicate they are ready to be emptied. He sees potential in using drones to deliver emergency medical devices such as defibrillators or using geotagged social media data to help focus local authority resources, with some US cities 
	“The real potential is going to come from individuals that think in a combinatory manner in trying to handle public problems and improve public services,” he says. “New technologies have the potential to shape citizen or customer experience.”  
	An increasing reliance on technologies makes information security increasingly important, with Demetis arguing that failing to protect systems is itself unethical. But it also requires a change of mindset, with those working in technology being aware of how technologies can fail.
	“The most dangerous IT professionals are those that believe firmly in the benevolence of technology itself and treat its unintended consequences and built-in biases as exceptions, and not as systemic phenomena that are unavoidable and that need to be managed continuously,” he says. 
	One group of technologies – those that depend on use of algorithms, such as AI and machine learning – present a particular set of ethical questions. “The more we give power to algorithms and the more we develop algorithmic capabilities that push automation and limit the scope and frequency of manual interventions, the more we rely on algorithms that make the decisions for us,” says Demetis. “The prevailing mentality here is that if algorithms can do it then humans should stay out of it.” This can already be
	Expanding use of algorithms also reduces the scope of human decision-making. “Overall, we end up reacting to the decisions that algorithms make,” says Demetis. “Do we then really get to decide, or react to the consequences of how algorithms interact between them?” 
	Professor Bernd Stahl, director of the Centre for Computing and Social Responsibility at De Montford University, sees three areas of ethical concern around algorithmic-driven technologies. In machine learning, where large amounts of data are needed to ‘train’ or calibrate algorithms, it can be impossible to understand how such systems come to their conclusions. The second is more broadly around who benefits and who loses from the use of such systems. The third area focuses on ‘general’ AI, as opposed to tod
	However, the first two areas generate plenty of problems, particularly the difficulties in understanding the workings of machine learning systems. Stahl says there are ways to gain insights into such systems’ decision-making, including changing specific inputs to see how this affects results and using two AI systems in parallel to check on each other. Organisations that rely on automated decisions are unlikely to escape blame if these are faulty. “There is an interesting question around responsibility and l
	Eventually, certification along the lines of energy efficiency labels and liability insurance for automated decisions could help, although both are at an early stage. Stahl adds that local authorities would be well-advised to develop some in-house expertise on such social and ethical issues, so they can ask the right questions and monitor ways to reduce risks. 
	Dr Allison Gardner, a lecturer in data science at Keele University and an elected member of Newcastle-under-Lyme Borough Council, warns of algorithms’ tendencies to generate biased results. This has been well-publicised in judicial systems such as Compas software used in the US (), but it can affect any area even when systems are set up with care. Gardner refers to a system which provides a risk score for child neglect and abuse designed to help social workers decide which reports to prioritise, developed b
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	But problems arose because of biases and errors within the data used to train the system. This was typically through structural issues rather than any individual’s intention, such as poorer and ethnic minority families being more likely to come to the attention of welfare services for other reasons. As a result, the system ‘believed’ that children from such groups were at higher risk, making it more likely to recommend interventions. 
	Gardner says that there are ways to try to avoid embedding discrimination, but they are not reliable. For example, if machine learning systems are not given information on ethnicity or wealth, they often latch on to other data that is closely correlated such as address. “Data is never perfect,” she says. “At least ask questions and do what you can.” 
	Despite the flaws of such systems, Gardner says that humans find it hard to argue against their results: “People using them are not aware that they are not as accurate or objective as AI is sold to be,” she says. “If it spits out a big red number, it can tip you over to defaulting to the algorithm.” 
	Over time, staff who are experienced in making decisions may leave jobs where they feel they have to argue against software, to be replaced by less-skilled staff who are effectively trained by the algorithm. And while less-skilled staff using software may appear more efficient, such savings could be wiped out and worse if more mistakes are made. “You need to be cogent of the risks when deploying high-risk algorithms,” Gardner says. 
	She says there are other ways for public services to reduce the risks of AI. These include gaining experience through using systems for lower-risk tasks such as planning refuse collection routes and carrying out risk assessments on the use of algorithms, although this requires both staff and elected members to be trained in the technology so they can ask intelligent questions. It also makes sense to empower staff to monitor and override algorithmic decisions, something which can be helped by systems providi
	Dr Alan Shark, executive director of the Public Technology Institute and associate professor at George Mason University’s Schar School of Policy and Government, agrees that AI is the technology posing the biggest ethical challenges. But he thinks that blockchain, best-known for its use in digital currencies including Bitcoin, and the use of unstructured data both have issues that are worth considering. 
	As a distributed ledger, blockchain is designed to record transactions irrevocably and publicly, which could make it a good choice for the likes of land records with Cook County in Illinois having built a blockchain system for this purpose. Shark says that ethical issues arise from what else the technology is used for: “Blockchain technology was developed to hide transfers of money,” he says. That does not rule it out for government use, but it should mean that suppliers to government are not involved in th
	Certification could be an answer. Companies that supply cloud computing services to the US public sector use FedRamp certification to show they meet security and risk management standards. Shark says blockchain would benefit from a similar scheme, under which suppliers to government commit to a code of ethics that mean they would not provide services to those carrying out illegal and immoral activities. 
	He also sees ethical dilemmas in public sector use of unstructured data. This is the source of some of the private sector’s most ethically dubious technology exploitation, and government bodies needs to be cautious not to follow suit. Shark says there are ways to use such data in helpful and ethical ways, such as tracking the language of previously-visited sites to provide information automatically in that language, or tracking the public mood through sentiment analysis of social media to allow intervention
	Ethical uses of technology are tied to the morals of specific societies. Shark recalls the negative reaction he received in Prague when he suggested monitoring social media posts, given people’s memories remain of Communist mass surveillance. He adds that technology changes much faster than legal systems can. These means that public sector organisations need to find ways to react quickly and smartly by being “active spectators”, with more input from technology experts. 
	“This should not be left in the hands of computer engineers,” he says. “Technology should be monitored on a constant basis, through the lens of its implications for the public on morals and ethics. There is an opportunity for governments to monitor, test, use and make recommendations.” 
	Dr Allison Gardner and Dr Alan Shark are giving keynote speeches at Socitm’s Share National event on 24 and 25 September. Information and booking: 
	bit.ly/share-national-ethical
	bit.ly/share-national-ethical


	Read more
	UK government Centre for Data Ethics and Innovation: 
	bit.ly/3fIsYPK
	bit.ly/3fIsYPK


	UK government Office for Artificial Intelligence: 
	bit.ly/31AG7pd
	bit.ly/31AG7pd


	Alan Turing Institute: 
	turing.ac.uk
	turing.ac.uk


	Ada Lovelace Institute: 
	adalovelaceinstitute.org
	adalovelaceinstitute.org


	New Zealand’s charter for algorithms: 
	bit.ly/2XIEe8Q
	bit.ly/2XIEe8Q


	FedRamp cloud computing certification: 
	fedramp.gov
	fedramp.gov


	Bridging the ethical divide 
	Many organisations including Socitm are working to 
	Many organisations including Socitm are working to 
	provide guidance on digital ethics, writes William Barker

	Whether it is the issue of preventing the misuse of Covid-19 technology and data, the need to combat algorithmic bias in the development and design of public services or controversy around discriminatory facial recognition, the issue of digital ethics is never far away from the headlines.
	Taking a step back can help us focus on the role of ethics. Quite simply, these are moral principles that govern a person’s or group’s behaviour and inform decision making. The ethics of digital technology and data cover ethical aspects of technological design and use, together with the ethical impacts of digital technology on society as a whole.
	Given the global nature of this challenge, international bodies such as the Organisation for Economic Co-operation and Development (OECD) and Institute of Electrical and Electronics Engineers (IEEE) have identified broad principles and standards on digital ethics. These principles have been adopted by the G20 group of industrialised countries and have recently led to the creation of the Global Partnership on Artificial Intelligence which the UK, US, EU and other partners have established to champion respons
	Alongside this, official bodies like the Office for Artificial Intelligence, Centre for Digital Ethics and Information Commissioner’s Office are working closely with Digital Ethics Lab, Alan Turing Institute, Open Data Institute and Digital Catapult in championing digitally ethical practice across the UK public sector.
	As a result, we are seeing an emerging digital ethics framework, build around the following core values:
	›
	›
	›
	›
	 

	Beneficence: do good. Benefits of work should outweigh potential risks. Digital, data and technology that interact with people’s wellbeing, finances, relationships and health particularly require robust ethical principles.

	›
	›
	›
	 

	Non-maleficence: do no harm. Risks and harms need to be considered holistically, rather than just for the individual or organisation. Privacy and security risks require social and organisational design, not just technological.

	›
	›
	›
	 

	Autonomy: preserve human agency. To make choices, people need to have sufficient knowledge and understanding. It is important to involve stakeholders and interest groups in ethical risk assessment and design.

	›
	›
	›
	 

	Justice: be fair. Specific issues include algorithmic bias and equitable treatment. Consider whether a technology could produce or magnify unequal outcomes, and if so, how to mitigate this.

	›
	›
	›
	 

	Explicability: operate transparently. Be ready to explain a system’s working as well as its outputs. Make all stages of the implementation process open to public and community scrutiny.


	Socitm is developing a digital ethical practice collection on its resource hub, built around these five core values to help leaders, policy-makers and practitioners bridge the divide between theory and practice and embed digital ethics at operational and place-based levels. This aims to increase awareness amongst political and executive leadership in organisations to encourage them to dedicate more resources to identifying and addressing relevant digital ethics concerns, across not just their organisations 
	It also aims to educate policymakers and those in legal and policy teams on how to build governance structures that incentivise organisations to address digital ethics issues and address the needs of local people and communities in inclusive and just ways, as well as technology practitioners, data analysts and developers on techniques to address, detect, and mitigate ethical concerns with AI and big data projects.
	William Barker is an associate director of Socitm and its practice lead on digital ethics
	Read more
	Digital ethics guide for professionals: 
	bit.ly/34kXhd8
	bit.ly/34kXhd8


	OECD AI Policy Observator: 
	 
	oecd.ai
	oecd.ai


	IEEE ethical work: 
	ethicsinaction.ieee.org
	ethicsinaction.ieee.org


	UK guidance landscape: 
	bit.ly/2EgTDX2
	bit.ly/2EgTDX2


	ICO guidance: 
	bit.ly/34k5Rct
	bit.ly/34k5Rct


	Socitm resource hub: 
	 
	socitm.net/inform/resource-hub
	socitm.net/inform/resource-hub


	Making remote council 
	meetings a virtual reality  
	Hybrid physical and virtual council meetings could provide environmental and financial benefits as well as improving the lot of councillors, says Jodie Yates 
	The Coronavirus Act permits the government to issue regulations that allow local authority council and committee meetings to take place virtually, with one or more of the participants in different locations.
	Those regulations say that virtual meetings must allow participants to access the meeting from home with domestic internet connectivity and a device such as a laptop computer or tablet; include controls for meeting management such as the ability to mute microphones or pause the meeting for reasons of confidentiality; and be accessible to members of the public, either as observers or contributors. 
	But for many local authorities, holding virtual council meetings is a novel situation which has required a rethink on suitable approaches and best practice. Many local authorities have maintained a meeting structure as similar as possible to their on-site format, but the City of York has formally adopted a change to its constitution, introducing a process for urgent decisions to be taken by the chief executive in consultation with the executive management team. 
	Councils have run various types of virtual meetings through the pandemic. These range from individual committees, such as planning, highways and licensing, to cabinet, scrutiny and full council meetings. In every case, what is important is ensuring that everyone understands how the meetings will be held, their roles and how to interact with the chair and each other. The unfamiliarity of remote working necessitates laying ground rules, setting expectations and establishing virtual meeting etiquette. 
	Preparation paying off  
	Local authorities have considered various technical solutions for the new requirements of virtual council meetings. It is clear that some authorities were better prepared than others and this has largely determined their comfort and success with the virtual way of working. 
	Devon County Council had invested in Microsoft Teams 18 months ago and, whilst not all councillors embraced the change at that time, it positioned the county better for the pandemic lockdown and subsequent introduction of virtual council meetings. The London Borough of Richmond upon Thames has been using Public-i’s live streaming service to webcast its meetings to the public since 2011. Other local authorities such as Lambeth Council had been considering virtual council meetings prior to the pandemic as a r
	But other local authorities have experienced issues relating to technological difficulties, data breaches and a lack of digital skills and experience on the part of elected members. A number of councils have had to address the reluctance of a few members to engage with the virtual way of working, resulting in their complete absence from public meetings. In order to overcome the issue of limited digital skills and experience, local authorities have provided training on the use of their chosen solution. Impor
	A virtual future  
	While virtual meetings are seen to be more resource and time-intensive, numerous councillors from various local authorities have had them on the agenda for some time. Indeed, there has been a huge positive response from most councillors to the virtual way of working. This positive reaction suggests the need to seek variations of these regulations in order to permit councils to decide which meeting format best suits local needs. 
	In line with the view of the Association for Democratic Services Officers (Adso), a number of local authorities have taken the position that hybrid council meetings – a mix of on-site and virtual participants – are currently unlawful due to government regulations on indoor gatherings. Therefore, the question of whether local authorities can hold hybrid meetings, if the regulations around virtual council meetings have not been amended specifically to provide for this, will depend on the easing of these socia
	Uncertainty around the capacity of technical solutions to facilitate virtual meetings has led some local authorities to take steps that could be damaging to local democracy. In its initial virtual meetings, City of York Council reduced the number of members participating while aiming to maintain proportionality. However, some councillors in parties with a smaller representation were prevented from participating. Lambeth Council restricted member attendance to 20 out of 63 in the first virtual council meetin
	It is important to ensure that the experience in the room is the same as that of those who attend virtually, and that all members have equality of opportunity to participate in the meeting, no matter where they are. Inviting all members to attend meetings on-site, but providing a hybrid solution to those who wish to participate virtually, may resolve the concerns around equality and divisiveness. 
	Hybrid benefits  
	A hybrid format for council meetings provides an opportunity for local authorities to reduce their carbon emissions, particularly rural ones: some members of Devon County Council can travel for 90 minutes to get to a council meeting. Virtual council meetings have also generated savings for such authorities as members do not need to submit travel expenses. Virtual and hybrid meeting formats offer an opportunity for many councillors to regain a work-life balance, especially those who also work full-time. The 
	Adso is undertaking further research on hybrid meetings and their potential for increasing the efficiency of council meetings, reducing the costs of travel and improving the health and wellbeing of councillors. The LGA is developing a ‘key questions’ document that authorities may find useful when considering the hybrid meetings. 
	But already, for chief information officers and heads of IT, the lessons are clear. Having a focus on the business purpose and the drive to find a way to continue council business has made rapid change possible. Ways of working that were previously considered unacceptable have become the norm. Providing the technology platforms, training and support are just part of the story. Local public services need to capture the benefits, the challenges faced and overcome to enable decisions to be taken about the futu
	This is an edited version of Virtual and hybrid council meetings, a report by Jodie published by Socitm: 
	bit.ly/2Ciafgo
	bit.ly/2Ciafgo


	Read more
	Socitm publications on remote council meetings: 
	bit.ly/remote-council-meetings
	bit.ly/remote-council-meetings


	Government coronavirus regulations on local authority meetings: 
	bit.ly/3gH3N0P
	bit.ly/3gH3N0P


	Local Government Association information on hybrid council meetings: 
	bit.ly/2O7K9iu
	bit.ly/2O7K9iu


	Mark Lumley 
	Director of digital and IT for the London Borough of Hounslow 
	 

	From service 
	From service 
	desk to leading 
	with heart  

	Socitm’s newest vice-president 
	Socitm’s newest vice-president 
	on his career so far and helping 
	Hounslow staff work from 
	home during the pandemic   

	About Mark Lumley:
	Mark joined Epsom and Ewell Borough Council’s IT service after taking an economics degree at University of Exeter. Having worked in technical roles he moved into management and then set up a shared IT service with its Surrey neighbour, Elmbridge Borough Council. After five years, he moved to head the shared digital and IT service for Kingston, Sutton and partner organisations. In September 2019, he joined the London Borough of Hounslow as director of digital and IT and at Socitm’s President’s Week conferenc
	Q. How did you get into local government IT? 
	It was a bit of an accident really, but one that I have never regretted! After my degree I spent a year in the student union and used a lot of different technology, which I really enjoyed. When it came to looking for a ‘proper’ job, it was always going to be something in technology. 
	I hadn’t really thought of working in local government until I got into it. My first role was on the IT service desk at Epsom and Ewell, and once I got settled into it I knew there was no going back. I find the breadth of what you can do in local government, its connection into the community and its ability to make a difference, hugely powerful.  
	The best thing about being in IT is that you get to know and help the whole organisation. I distinctly remember at my first Christmas party at Epsom I pretty much knew everyone in the room, whereas I was conscious that people in the planning department only knew their immediate colleagues. 
	I was at Epsom and Ewell for a number of years doing technical roles such as server infrastructure, networking and infrastructure engineering. I jumped over to manage the helpdesk for a while, then the opportunity arose to become head of IT. It was there I realised that people, culture and corporate change were the real passion for me.  
	We started a shared IT service arrangement with Elmbridge Borough Council to transform the infrastructure and improve people’s lives whether our staff or citizens, and I was head of IT for both councils for five years. Having a single head and sharing other staff saved money, and corporate transformation is what gets me out of bed in the morning. My shared service and IT background led me to becoming the assistant director of IT for the two London boroughs of Kingston and Sutton, where I spent three years d
	Q. Why did you move to Hounslow last year?  
	It was an opportunity to build upon my skills in a new part of London with a very different community and culture. The council wanted to move into more digital ways of working, having just relocated to a new building, rolling out new technology and introducing hot desking. The role appealed to my core strengths and my passion for corporate and cultural change that transforms the way an organisation delivers services rather than just changing technology. 
	Amazingly, I’ve spent almost half of the time I have been at Hounslow working from home due to the coronavirus pandemic, and I’ve been incredibly grateful for the technology that has enabled this. I think the country’s response to the pandemic has been truly impressive, and Hounslow’s specific contribution has been incredible.  
	The response was immediate, with cross-functional groups of people coming together to work in completely new ways to design, implement and deliver completely new services, all at an unprecedented pace. Within just a few weeks we managed to deliver a huge amount, including the creation of community hub facilities to deliver food and essential supplies, along with serving other needs, underpinned by a new dedicated contact centre which has required completely new solutions, processes and ways of working. Desp
	In digital and IT, we have had to support about 1,800 people working at home, rather than the usual 400. Thankfully most already had the equipment they required, but culturally this was a huge shock. We needed to make sure that the infrastructure enabling them to work from home was resilient and reliable as well as provide enhanced support and help people to adapt. Although most had never used Microsoft Teams before, we are now delivering a weekly, interactive meeting for all staff hosted by a senior leader
	Hounslow is a member of the London Office of Technology and Innovation which aims to work more collectively across London. Along with a new digital strategy we also have an organisation-wide transformational programme, #OneHounslow, which started before the pandemic, and we now have Covid-related recovery work. Our challenge now is to align all of these elements. We have also initiated work which seeks to reinvent the relationship the council has with its communities by designing, developing and delivering 
	There is an ambition, vision and collectiveness at Hounslow which I haven’t seen in other organisations I have worked in. An example is ‘lead with heart’, which is about putting ourselves in the shoes of our residents and having respect for our colleagues as well. We are trying to move IT from being a traditional back-office function that fixes the wi-fi and routers to a department that creates new connections with our community and sets up new ways of delivering services. 
	Q. Why did you stand to be a Socitm vice-president? 
	I’ve been a member of Socitm for most of my career and it has helped me improve service delivery through Better Connected reports, benchmarking and various other services. It is an organisation that is uniquely positioned to represent IT in local government, and it’s great to see how it has been adapting to reflect new ways of working.  
	The reason I threw my hat into the ring to be a vice-president was to make a difference through collaboration. The user-centred service design approach is increasingly important. I think skill levels and experience vary hugely and sharing stories helps to inspire other organisations to be better and change their cultures. My theme as vice-president is ethics in new technology and data including cybersecurity, which seems particularly relevant in today’s post-Covid world.  
	Q. What do you enjoy doing outside work?  
	I have a red VW camper van, and I try to get out and about in the UK and beyond as much as I can. Being outside in the countryside helps me to switch off and getting some downtime and fresh air is really important for my mental health. I tend to either stay in a campsite just 15 minutes down the road close to the Gatwick flight path (fuelling the inner geek), or I venture further afield to Cornwall and Norwich.  
	To complement my love of camping and the countryside, I also have a love of real ale – a pint of something real-aley in the camper van is a perfect combination and always guarantees a good weekend. On the home front, I have a tropical fish tank with just over a dozen tropical fish including tetras and guppies.    
	Mark Lumley enjoying 
	life in his camper van
	Share National: we need 
	to talk about digital ethics 
	Coronavirus has 
	Coronavirus has 
	demonstrated why 
	councils are well-placed 
	to handle data for their 
	areas, writes 
	David Ogden
	  

	This month’s Share National event is taking place during the most challenging time in a generation, responding to the crisis which Covid-19 has created. Never has there been a greater focus on the need for harnessing data and using insight to address such a monumental issue.  
	As we focus on local place decision-making through our event, the need for data to specifically address the issue of containing and eliminating the Covid-19 pandemic is becoming more apparent.  
	How do we achieve this? 
	It has become clear that a one-size-fits-all, top-down approach does not work. Local lockdowns are now being used to deal with specific rises in cases instead of nationwide ones. These initiatives to try to stem the virus are examples of outcome-focused work, collaboratively designed by local government for local government, bringing in a placed-based approach. 
	This is not the first time local government has led the way in using data to support its area. The London Borough of Barking and Dagenham featured in a Socitm Inform report last year which demonstrated the approach it took using data to drive action and ultimately create better outcomes for citizens. The work included:  
	›
	›
	›
	›
	 

	Building a social progress index, measuring each of its wards in dozens of ways and launching locally targeted services as a result.  

	›
	›
	›
	 

	Identifying and supporting 237 children removed and placed in local authority care from just 71 mothers. 

	›
	›
	›
	 

	Implementing technology allowing staff to work flexibly and remotely, allowing it to reduce office space. 

	›
	›
	›
	 

	Re-organising 17 services into one ‘community solutions’ department.  

	›
	›
	›
	 

	Chief executive Chris Naylor inviting technology suppliers to propose ways to tackle the borough’s specific problems such as domestic abuse.


	What are the issues? 
	There have been high-profile cases involving personal data which have created suspicion and mistrust among the public. These include the Cambridge Analytica scandal, in which the personal data of millions of people’s Facebook profiles was harvested without their consent and used for political advertising. 
	Fake news and the use of personal data for political targeting have entered public discourse in a way not seen before. Research by the US-based Pew Research Centre reveals a stark picture of the threats facing democracy from those who control digital technologies and the manner in which they harness data. Research carried out in June with 4,708 American adults found that 72% who expressed a view believe that social media companies have too much power and influence in politics. 
	Countering these threats are opportunities, none more so than those which have come to the fore during the Covid-19 pandemic. This has led to a massive switch to using digital tools to access and collaborate across civil society and government. 
	Our Share National event covers four topics – digital ethics, security, emerging technologies and harnessing data – providing you with the opportunity to hear from a range of experts on data and ethics. This will provide the chance to question, debate and take away ideas on best practice to support your own authority. We hope you enjoy the event. 
	David Ogden is Socitm’s communications manager
	Read more
	Information and booking for Share National event on 24-25 September:  
	bit.ly/share-national-ethical
	bit.ly/share-national-ethical


	Socitm report on Barking and Dagenham: 
	 
	 
	bit.ly/barking-dagenham
	bit.ly/barking-dagenham


	Pew Research Centre research on technology and democracy: 
	 
	bit.ly/tech-democracy
	bit.ly/tech-democracy


	Need an accessibility 
	Need an accessibility 
	audit for your 
	additional websites?

	For a limited time,
	For a limited time,
	*
	 Socitm’s partner Jadu is offering 
	members an entry-level audit of secondary websites within 
	organisational domains for £600, 50% off the usual price.

	Ensure your website 
	Ensure your website 
	is open to everyone

	Be legally 
	Be legally 
	compliant 
	**

	Improve your 
	Improve your 
	user experience

	Reduce 
	Reduce 
	support costs

	Increase your audience 
	Increase your audience 
	and customer base

	Find out more:
	Find out more:

	socitm.net/improve/accessibility-audit
	socitm.net/improve/accessibility-audit
	socitm.net/improve/accessibility-audit


	Testing of your organisation's main website is included in your Socitm membership.
	* Offer ends December 2020.  ** By 23 September 2020, all 
	* Offer ends December 2020.  ** By 23 September 2020, all 
	government sites must be accessible and meet to WCAG 2.1 
	guidelines. You should also conform with the Equalities Act 2010.

	Meet the President’s team
	Socitm’s president, immediate past president and three 
	Socitm’s president, immediate past president and three 
	vice-presidents have specific responsibilities, based on 
	areas members have identified as important

	Sam Smith
	Socitm president
	Head of digital and IT for 3C Shared Services; strategic IT lead, Cambridgeshire County Council and Peterborough City Council 
	Policy theme:Healthy and well communities
	 

	Sam joined Cambridgeshire County Council as a helpdesk assistant after leaving university. She now leads on IT strategy for both Cambridgeshire and Peterborough councils and runs technology services provided by 3C Shared Services for three of Cambridgeshire’s lower-tier authorities. 
	At Socitm she focuses on healthy and well communities, promoting a ‘left shift’ through which people are helped with their well-being much earlier, reducing the need for acute care.
	Email:     |   
	sam.smith@socitm.net
	sam.smith@socitm.net

	 
	 
	Sam Smith
	Sam Smith

	@SamSmith5008
	@SamSmith5008


	Sandra Taylor
	Socitm immediate past presidentAssistant director of IT and digital, Worcestershire County Council
	 

	Policy theme: Leadership, diversity and skills
	Email:  
	sandra.taylor@socitm.net
	sandra.taylor@socitm.net
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	Alison Hughes  
	Socitm vice-presidentAssistant director ICT, customer and digital, Liverpool City Council
	 

	Policy theme: Modernising ICT service delivery
	Email:    |   
	alison.hughes@socitm.net
	alison.hughes@socitm.net
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	Mark Lumley
	Socitm vice-presidentDirector of digital and IT, London Borough of Hounslow
	 
	 

	Policy theme: Ethical use of emerging technology and data
	Email:    |   
	mark.lumley@socitm.net
	mark.lumley@socitm.net
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	Huw McKee 
	Socitm vice-presidentHead of IT and digital transformation,Conwy Council
	 
	 

	Policy theme: Service design and transformation 
	Email:    |   
	huw.mckee@socitm.net
	huw.mckee@socitm.net
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	Welcome to our online events for Autumn 2020
	Following the success of our online President’s Week, Socitm 
	Following the success of our online President’s Week, Socitm 
	has moved all of the rest of this year’s events online. 

	Our Share National events will now take place over two days, allowing 
	Our Share National events will now take place over two days, allowing 
	you to take part in as many or few sessions as you like. When you 
	register, please tick for each session you would like to attend. 

	Our regional groups have been running online Share 
	Our regional groups have been running online Share 
	Local events throughout the pandemic which are open to 
	participants outside their region – see map. Socitm is also 
	holding regular Webinar Wednesday and workshop events. 

	Full details can be found online at: 
	Full details can be found online at: 
	 
	socitm.net/events
	socitm.net/events


	Share National: Ethical use of emerging technology and data
	24-25 September 2020, online 
	What do we mean by ethics and how do we apply them? How can the public sector best understand and use emerging technologies? Join us to discover and learn how to fit ethical considerations into what and how you support your organisations and communities. 
	More information and booking:
	 
	bit.ly/share-national-ethical
	bit.ly/share-national-ethical


	Share National: Modernising ICT service delivery
	 

	21-22 October 2020, online 
	Even before the response of local public services to Covid-19, ICT service delivery was no longer business as usual. Join us to learn and share best practise about how we make this happen.
	More information and booking:
	 
	bit.ly/share-national-delivery
	bit.ly/share-national-delivery


	All regional events will be held online only for the rest of 2020.
	East Midlands
	07/10/20
	07/10/20

	North-west
	06/11/20
	06/11/20

	West Midlands
	30/09/20
	30/09/20

	South-west
	02/10/20
	02/10/20
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	“Humans decided what the rules should be and what data should be used” 
	“Humans decided what the rules should be and what data should be used” 
	Gavin Freeguard, Institute for Government  
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	“Under this strategy, data and data use are seen as opportunities to be embraced, rather than threats against which to be guarded” 
	“Under this strategy, data and data use are seen as opportunities to be embraced, rather than threats against which to be guarded” 
	Oliver Dowden, Secretary for digital, culture, media and sport 
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	Before
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	Staff working from home
	Staff working from home
	Staff working from home
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	82% 
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	“The most dangerous IT professionals are those that believe firmly in the benevolence of technology itself” 
	“The most dangerous IT professionals are those that believe firmly in the benevolence of technology itself” 
	Dr Dionysios Demetis, Centre for Systems Studies, Hull University Business School 
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	“Technology should be monitored on a constant basis, through the lens of its implications for the public on morals and ethics” 
	“Technology should be monitored on a constant basis, through the lens of its implications for the public on morals and ethics” 
	Dr Alan Shark, Public Technology Institute and George Mason University 
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	“It is important to ensure that the experience in the room is the same as that of those who attend virtually” 
	“It is important to ensure that the experience in the room is the same as that of those who attend virtually” 
	Jodie Yates, Socitm Advisory
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