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In this last in our series of smart places guides, we focus on communities and people. 
Smart places embrace diverse individuals and communities of ‘people in places’ of all creeds, 
interests and backgrounds. These communities can be real-world or virtual, and local to global, 
in extent. Policy makers in smart places recognise that there is new complexity today in which 
individuals often have multiple identities and personae and the communities that are important 
to them may not be just of the city, town or village where they live. 

And beyond just people and how they connect, the advent of the Internet of Things (IoT) is 
connecting smart objects and people in places in new ways that promise to make smart places 
richer, safer, healthier and more productive. Individuals in such smart places will be both more 
independent and yet more connected to each other than ever before. 

The flip side to this social and technological utopianism is concern that all this personal data can 
and will be linked, analysed and abused to individual or community detriment. So some people 
are asking what are the risks of living in a smart place and what new skills might citizens need 
to manage them? What should be the role of democratic governments in protecting us and our 
civil liberties? And who will watch the watchmen? 

There is a fine balance to be struck between the opportunity of technology to free us and the 
risk that it might enslave us. This is why democratic governments are cautious about anything 
which would erode freedom, privacy and individual identity, and why businesses are becoming 
increasingly sensitive about how they use (and reuse) citizen data. 

Technology has been and remains the key to unlocking the potential of communities and 
people in smart places today. In the future, concerns will also centre on how we use information 
technology to protect personal data and interests and on how we collectively use data and 
intelligence to achieve better outcomes for people and communities.

Introduction
 

People and 
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Economy  
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Travel and 
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Smart places

Figure 1: The six key smart places areas.To 
see the full suite of Socitm’s Smart Places 
guides, visit socitm.net/smart-places

https://socitm.net/smart-places
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Historically, communities in democracies have set local priorities through the ballot box 
and periodic elections. Citizens would vote for who best represented their interests, based 
on politicians’ stated priorities and manifestos. The winners got a time-limited mandate to 
act, within the law, unless they choose or need to stray from their election pledges. Elected 
representative systems like this efficiently serve to delegate away the need for individual citizen 
involvement in the politics and administration of daily life in society. The argument for this being 
that it is just too hard to constantly involve too many people in the day-to-day decision-making 
processes. But now, with the advent of smart place connectivity, widespread use of social 
media, and energised, digitally-engaged citizens in large numbers, new models of democratic 
self-determination and governance are emerging that challenge this old argument.

Social media

There is growing use of social media to seek views and monitor opinions via ad hoc polls and 
other forms of online campaigns. Politicians, ever-wary of public opinion, now closely watch 
these channels as a complement to traditional print and journalist-based media. 

Once shy of social media, many councils have embraced Facebook and Twitter to set up 
and maintain community interest groups for local services, community groups/areas and 
communications about general and special topics. These applications of social media help 
create more personal services for citizens and businesses and more agile responses from the 
councils themselves – such as to why a road or school is closed, what is being done to deal with 
an issue of public concern, or simply to answer common questions. 

Whilst many councils still closely control social media activity in their corporate communications 
department, many of the more innovative councils are now recognising that this is not effective 
use of the new tools. A better approach is to train a wide range of staff to use social media 
channels effectively and safely, so that they can interact more directly and effectively with the 
communities they support to mutual benefit.

Social media is a powerful tool to motivate community interests, building strength of support 
for and understanding of local campaigns and projects, as well as providing a wealth of planning 
information and data analytics resources for councils. 

Our Location Intelligence series of videos demonstrate how visualisation of location-referenced 
data can be used in areas like planning and environmental health services. Combined with 
social media, these offer powerful new ways to engage citizens and other stakeholders in the 
governance of their places.

People and Communities

Key message:

Social media is a key tool for councils – to be transparent, connected with and listening 
to citizens and ways in which they are in more control. It should be embraced across the 
organisation, not just in communications or marketing teams.

https://socitm.net/location-intelligence
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Crowdfunding

Crowdfunding is the practice of funding a project or venture by raising money from many 
people – ‘the crowd’ – who each contribute a relatively small amount towards the common goal, 
typically via the internet. Many examples exist on the web with a variety of apps dedicated to 
facilitating donor giving. The method is widely used by musicians, filmmakers, and artists who 
raise production funds and foster awareness and sales of their work in this way.

As funding becomes tighter, councils increasingly must make tough choices about where to 
raise money and spend their incomes. Statutory spending obligations naturally come first, 
followed closely by protecting those most vulnerable who need help and expedient reactions 
to local events. Longer-term planning and prioritisation, which may have significant community 
value, cannot always be funded without new external support. Therefore, some councils are 
turning to crowdfunding.

The idea is that communities work together with the councils, to determine a range of projects, 
initiatives and schemes – some generated by the council based on their perspective of planning 
and need, but others from business, community groups and even individuals. The projects that 
secure enough local support (and donor funding) become the council’s priorities. The council 
may provide further funding (after matched funding) to enable them to start, and oversees 
the implementation.

In effect, this is a new model for more dynamically resourcing and prioritising some kinds of 
public spending. It is community-based and, with appropriate monitoring and control, can 
be highly democratic. Smart places lend themselves to this because there is already a highly-
developed technology infrastructure through which to readily inform and engage digitally 
literate citizens.

The personal and direct nature of crowdfunding secures a greater engagement with citizens 
and communities about public spending decisions and the prioritisation of projects. Citizens 
and communities become true ‘stakeholders’ beyond annual and ad hoc general taxation 
(i.e. not hypothecated) and periodically voting for a political party or politician only every 
three to four years.
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Figure 2: £180,000 for Plymouth-based projects

Crowdfund Plymouth is a pioneering campaign to support great ideas from businesses, 
communities and charities in Plymouth. Projects must benefit people in Plymouth and 
priority will be given to one or more of the following:

• Project must be in an area of the city where development has taken place which has 
contributed to this fund.

• Helps meet the demands that development places on the need for community services 
and facilities in the city.

• Helps improve the local environment and public spaces.

• Demonstrates added benefit for the city through for example, using local businesses or 
developing skills of local people.

• At least 75 per cent of the people benefiting from your project should live in Plymouth.

Key message:

Crowdfunding provides an innovative way of involving citizens in prioritising and funding 
projects locally that can complement the more conventional budget planning and election 
cycles.

Plymouth City Council is one council that has turned to crowdfunding. Once proposed schemes 
meet certain qualifying criteria, the council is pledging up to £20,000 or 50 per cent funding in 
support of implementing winning ideas:
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Information provenance and fake news

Positive, productive and effective community involvement in smart places depends upon 
widespread, well-informed decision making and understanding, founded upon unbiased data 
and information. 

But by our very nature, we humans like to reaffirm our deeply-held beliefs, ideals and principles 
(or, indeed, our natural prejudices and unconscious biases). We do this, for example, in 
the newspapers we choose to read, the clothes we wear, the people we vote for, the clubs/
societies or religious practices we follow, and the friends we make. Whilst technology expands 
opportunities for self-expression, provides better access to information sources and makes 
connections that enhance personal interests, it also makes us vulnerable to fake news and 
other falsehoods inserted into our self-determined social ‘bubbles’ and ‘echo chambers’ to try to 
influence our behaviour.

This is a significant threat not just to democracy, but sound decision-making generally and 
even education, where the provenance of information is essential for non-partisan learning. 
Clearly this is not an issue of prejudice in news reporting per se –- after all, print newspapers 
have had a political perspective for hundreds of years – rather, in the future, we can expect to 
be bombarded not just with AI-assisted adverts that seem to accord with our retail interests, 
but with lobbying and political pressure to support particular views or interests. Whether such 
efforts are legitimately founded or not will have to be determined as it occurs, unless there is 
legal or regulatory means to prevent the illegitimate. 

There are big issues here for smart places concerning trust and transparency. Open data 
policies and transparency in democratic and administrative decision making processes become 
vital safeguards. The smartness of the whole depends upon citizen inclusion, engagement and 
their political support based upon sources of up-to-the-minute, true and accurate information.

We develop some of this in greater depth in Guides 3 and 4 in this series, ‘Democratic Renewal’ 
and ‘Economy and Business’ respectively. 

Key message:

Whilst there are no easy answers, smart places should establish common principles 
to guard against efforts to subvert by choice, democracy or understanding through 
misinformation. These will centre on openness and transparency for all organisations, 
as well as other individuals or stakeholders participating in local decision making to  
sign up to.
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Digital inclusion

The Local Government Chronicle (LGC 15th September 2016)1 summarised some of the fears of 
going ‘digital’:

“For every frontline post that is replaced by a visitor management kiosk, a self-

service library terminal or a ‘cognitive agent’, we risk disconnecting and distancing 

ourselves from the people we serve”. 

This risk of “disconnecting and distancing” in the rush to save money by channel shifting doesn’t 
have to happen. 

On the provider side, good digital design can increase accessibility, especially for minority 
groups, and can make services more, not less personal. Being ‘digital’ allows data about 
individual needs, preferences and previous interactions to assist in targeting support more 
effectively, thereby reducing the need for repeated data capture of the same things, or failing to 
understand transaction or service usage history, for example. 

Being digital can also accommodate and facilitate a wider set of access needs – coping with 
language differences, cultural variations, physical or mental impairment, or the sensitivity 
required in highly complex personal interactions, such a sexual health – than the Monday-to-
Friday, 9-to-5, person-based alternatives. Pre-digital, face-to-face access is less perfect than we 
sometimes care to remember. In practice it was hit-and-miss and too often scary and complex 
to navigate for many people. 

So digital is not just about saving money. It’s about overcoming the limitations of face-to-face 
service and manual processing of data and information, while ensuring personal intervention 
can occur when it is really needed and wanted, and then as well-prepared and productive  
as possible.

The other side of digital is the extent to which citizens are able to engage via the new  
digital channels.

The Cabinet Office Digital Inclusion Strategy (December 2014)2 reported that 79 per cent of the 
population were estimated to have reached the level of “Basic digital skills”. Some way to go 
yet then, but such broad sampling can mask areas of particular difficulty, for service needs and 
digital capability at hand (i.e. having both the skills and opportunity to use them) are not evenly 
distributed across the population. For example, the Cabinet Office also found that 44 per cent 
of applicants for carer’s allowance reported having no access to the internet and 23 per cent did 
not have the skills or confidence to complete the online forms.3 That case study showed both 
the importance of designing for low levels of basic digital literacy in many government services 
and the scale of current adoption barriers to be overcome.
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Figure 3:  The digital capabilities for a sample of users of the carers allowance services against the digital inclusion scale 
and the level of digital capabilities they need to use the current exemplar digital service

Figure 4: Digital inclusion scale for the UK population, as presented by GOV.UK, based on research conducted by the BBC 
in October 2013
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On the other hand, other statistics give cause for optimism that public services digital inclusion 
to high levels is achievable:

• As of June 2016, the UK is recorded as having 12th highest number of internet users per 
head of population in the world, with 93.5 per cent of the population. ‘Internet usage’ is not 
the same as “Basic digital skills” and having the capability to utilise online public services, but 
they’re not very far apart either.

• The amount of money spent online by the arguably ‘digitally included’ in the UK continues 
to grow, now accounting for 14.6 per cent of all retail spending (excluding fuel). Encouraging 
online shopping obviously increases digital skills and awareness, overcoming many fears as 
a by-product of the effort.

• Children are often more internet aware and experienced than their parents. They can 
support their families, provided they have internet access at home or by other means. 

• Lloyds Bank UK Business Digital Index 2016 showed that 38 per cent of small and medium 
enterprises (SMEs) lack basic digital skills, and 50 per cent don’t even have a website 
presence. Whilst 65 per cent of SMEs are using digital means to reduce costs, more than 75 
per cent of sole traders are investing absolutely nothing in digital skills. A numerically large 
part of the private sector has some way to go too. 

Smart places help digital inclusion by facilitating physical access to the internet and high levels 
of digital awareness and sophistication, e.g.:

• Awareness of the risks – fraud, phishing attacks, identity theft

• Awareness of the added value of being/ transacting on line

• Understanding provenance of data and spotting such as ‘fake news’. 

Independent analysts, Booz and Company, estimate that full digital take up through improved 
digital maturity of citizens and businesses could add £63billion to the UK economy. The Institute 
for Government estimates that improved digital interaction with public services could lead to 
big savings of between £1.3 and £2billion by 2020.4,5

Key message:

For smart places, there is a universal need and strong justification for collective action in 
raising levels of digital access, individual skills and digital inclusion across society. This has 
economic as well social value. Sustained effort is needed for a long walk to digital rather 
than hope for a successful fast sprint.
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Communities

In the UK, one in seven pensioners lives in poverty according to Age UK, yet the Government 
estimates that £3.5billion of low income benefits (Pension Credit and Housing Benefit) was 
unclaimed by older people in 2016.6 Part of the reason for this is a lack of knowledge about the 
complicated systems and processes that deters people from applying. It is also reported by the 
Trussell Trust, an organisation dedicated to providing foodbanks in every town, that one in six 
parents have gone without food to feed their families.7 

The level of poverty, often hidden, has significant health, care, and social costs. More than any 
other public service topic, health and social care services grab the headlines. These are vital 
services for everyone – old and young, healthy or unwell. Our relatives, friends, work colleagues 
and our organisations depend on care services directly and indirectly. They are renowned 
for the pressures they face, as well as the digital projects which have repeatedly failed or not 
delivered their pre-acclaimed outcomes. 

Smart places need to take a lead, not only because the health and wellbeing of citizens in an 
area are important for the digital economy, but because smart places, more than other areas, 
should be able to demonstrate the potential of technology to improve lives of citizens and the 
attractiveness of a place:

• Creating the conditions that support wellbeing and independent living, helping to stop 
people falling into dependence and care

• Integrating care services across disparate organisations, resolving key pressures such as 
bed blocking and managing care data in ways that are safe, even when it is shared, and that 
put citizens more in control

• Addressing the quality of life for ‘cared-for children’ by greatly enhanced resolution of 
fostering and adoption arrangements

• Creating more standard platforms and infrastructure that support operational efficiencies, 
information sharing and the productivity of professionals and other workers. 

Future operating models place the service user at the heart of design, as described by the 
current NHS Digital Strategy. It talks about the need to develop the culture of digital, not just the 
technology, and future scenario where citizens own part or all of their core health records. 
This is not without its challenges in smart places. Across health and social care agencies, data 
is fragmented, often of poor quality and frequently not digitised. Budgets are fragmented too, 
creating unproductive debates about cross-service funding, even when it is clear where the best 
return on investment lies. 

https://digital.nhs.uk/article/249/Our-Strategy
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The issues and potential solutions, along with a range of best practice examples were explored 
in two recent reports by Eduserv, describing a digitally-enabled, but place-based and citizen-
centred approach to future integrated care services

Figure 5: Whole system place-based care; recreated by Socitm using original content from Eduserv

The place-based and citizen-centred approach offers many commercial opportunities, helping 
to support local health and care providers as well as for innovative technology services that 
improve care outcomes, reduce cost and increase the reach of social care services, in particular, 
to ease pressure on primary care services.

Local government is already leading the way, with many examples of collaboration, integrated 
records and patient-centred services. But much remains to be done, and the opportunity of 
using technology to support this coordination is still limited.
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Figure 6: How care services could be integrated in the future; recreated by Socitm using original content from Eduserv
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“If those 700 people had just one episode of social care fewer in their lifetime that 

would be a system saving some £600,000.”

Figure 7: NHS Southern Derbyshire Clinical Commissioning Group Mick Burrows, discusses 
FRPPXQLW\�SURMHFWV�DQG�DRUGDEOH�FDUH�

Derby City Council introduced care co-ordinators several years ago, adapting an existing 
scheme in Western Australia. This has similarities to the widely-acclaimed Buurtzorg model for 
integrated care developed in the Netherlands that featured in a Socitm Insight briefing in 2016.8 
In Derby, the co-ordinators tap into an often-hidden network of support, from neighbours, 
friends, family, voluntary groups and churches, all willing to help improve the communities they 
live in by looking out for people who need help. More than 700 people have been helped so far.9
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Similarly, in Adur and Worthing, ‘community referrers’, based in GP surgeries, triage patients, 
where appropriate referring them to resources in the community that can help and thereby 
save valuable GP time for genuine medical cases. The idea is that vulnerable older people can 
find much of the support they need from within their own communities, rather than from 
council services, their GPs or from hospitals. Just over half the £500,000 annual costs of the 
scheme are paid for by the NHS to reduce demand on NHS services. 

“The way we’re founded helps us to give you what you want and gives you more 

FKRLFHV���:HȇYH�FOHDUHG�VQRZ��FKRSSHG�ȴUHZRRG��KHOSHG�LQ�WKH�JDUGHQ��DV�ZHOO�DV�
taken people to the GP and all the usual personal care”

Figure 8: Boleskine carer Julie Russell tells the BBC about how social care is funded in Scotland

The Highlands Council is also championing integrated care and the potential for volunteer and 
community groups supporting individuals. In Boleskine, Inverness, a community care service 
was set up by local women who work for Highland Home Carers, an employee-owned company. 
They recognised that their older people were having to move away if family members were not 
able to provide support in rural areas. 

The Scottish system of self-directed support, with personal budgets, means that once a person’s 
needs are assessed, they can decide how their care budget is spent. This means that, in 
Boleskine, the home carers manage themselves and do their own assessments of old people’s 
needs, and those needing care choose the support they need. 

These are many individual examples where a new approach to health and social care is making 
a significant difference to the cost of care and its quality. Through better coordination and 
integration, they ultimately deliver better outcomes, and they all depend on technology to help 
to share information and to communicate across professional teams and with families, which 
is especially difficult to do in geographically-spread areas. If future social care in particular is 
to begin to develop as a social enterprise, rather than a wholly council-owned and delivered 
service as in the past, then a robust and reliable digital infrastructure, and more open (but 
secure) data will be essential.

Smart places can build on these best practice examples, using new technologies to increase 
digital inclusion, technology adoption, service accessibility, safety, and service quality.
There is also a new class of growing ‘connected communities’ services appearing based upon 
smartphone and tablet apps.
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81 per cent of us would be happy to receive 
food from a neighbour according to Hubbub, 
a charity behind a variety of environmental 
campaigns.10 This, and the desire to reduce 
food waste, prompted two entrepreneurs to 
set up OLIO. 

OLIO is a free app connecting people with 
their neighbours and with local shops, so 
surplus food and other items can be shared, 
not thrown away. This could be food nearing 
its sell-by date in local stores, spare home-
grown vegetables, bread from the baker, 
or the groceries in your fridge when you go 
away. OLIO can also be used for non-food 
household items too.

This style of sharing is growing, enabled  
by digital infrastructure that drastically 
reduces the costs and friction of information 
sharing. Indeed some would argue that a 
vibrant sharing economy is central to future 
smart places that are more economically 
efficient and environmentally sustainable  
than alternatives.

Previous smart places guides have also considered the potential of volunteers, and the need 
for a more sophisticated model for their support, employment, and training. The future for 
smart places is to find a way to harness the knowledge, enthusiasm, time and commitment of 
communities in support of the things that they feel passionately about, aligning individual and 
wider civic priorities. Digital solutions offer ways of doing this, providing the necessary oversight 
and coordination, without stifling enthusiasm with bureaucracy.

Key message:

Smart places should be able to demonstrate the potential of technology to improve lives 
of citizens and the attractiveness of a place. Smart places use new technologies to increase 
digital inclusion, service choice, safety, security and service quality. Additionally, smart 
places will develop a vibrant ‘sharing economy’ of digital assets that is more economically 
efficient and environmentally sustainable than alternatives. Smart places will find a way 
to harness the knowledge, enthusiasm, time and commitment of communities, aligning 
individual and wider civic priorities.

Figure 9: Olio, a free app that aims to reduce food 
wastage by connecting people with local shops

“I had some veggies I knew I wouldn’t have time to 
eat and within an hour they had been collected and 

I suddenly felt like a mini hero!”
– Michael

“The ‘social’ side of the app really impresses 
me. I have been able to meet some really lovely 

neighbours and explore new places in town.”
– James

“I just gave away bread 5 minutes after listing it. 
Such a good idea. Every success.”

– Seb
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Personal data, privacy and anonymity, identity

Perhaps the biggest single opportunity, but also the biggest threat to digital development in 
smart places, lies in the realm of personal data – in how it is collected, stored, safeguarded, 
used, shared and disposed. Whilst we are all prepared to trade some personal data where we 
see legitimate value in return in the form of services, we are also increasingly intolerant of data 
abuse, whether deliberate or just careless.

Person-related data has growing value socially and commercially, yet it also presents growing 
public and commercial risk. The point of appropriate balance between these interests is 
uncertain and contested. In March 2017, Sir Tim Berners-Lee wrote an article in The Guardian 
about his concerns for data ownership and control – his first stated worry is that citizens have 
lost control of their personal data:

Somewhat perversely, individuals seem relatively content with giving personal data via digital 
services that are from online shopping or social networks, yet are hesitant or positively ‘anti’ 
when it comes to the same for public services improvement and development. We apparently 
accept (mostly) that private sector organisations inevitably hold and share personal data 
about us yet are less convinced about the inevitability of government/public services doing 
the same in order to serve us better. But time and again in public sector scenarios, a lack of 
appropriate sharing of data has been shown to be at best inconvenient and at worst dangerous 
to individuals or wider society. Smart places require extensive data gathering, processing and 
reuse, so safeguards for individual privacy and personal protection will be premium qualities to 
get right else a popular backlash could be stimulated instead.

Smart places can learn from how such as Facebook, Twitter, Google, Apple, Amazon, Microsoft, 
and others of similar scale and impact have managed such dilemmas. The key lesson is that 
they have undoubtedly brought innovation and delivered incredible service value which is (so 
far) generally outweighing concerns about the means to these ends. If smart places are similarly 
appreciated for their innovations and service value, then that can only be good for their 
prospects. The converse circumstance has plain consequences too.

The Role of Government and Wider Civic 
Leaderships in Smart places

Figure 10: Tim Berners-Lee writes in The Guardian, March 2017 
 
Ȋ7KH�FXUUHQW�EXVLQHVV�PRGHO�IRU�PDQ\�ZHEVLWHV�RHUV�IUHH�FRQWHQW�LQ�H[KDQJH�
for personal data. Many of us agree to this... by accepting a long and confusing 
terms and conditions. As our data is then held in proprietary silos...we lose 
RXW�RQ�WKH�EHQHȴWV�ZH�FRXOG�UHDOLVH�LI�ZH�KDG�GLUHFW�FRQWURO�RYHU�WKLV�GDWD�DQG�
choose when and with whom to share it”
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People and organisations are increasingly aware of the potential for data being collected 
secretly, which immediately raises hackles if it happens for anything other than obvious 
legitimate security and policing activities. In March 2017, WikiLeaks claimed to show how 
devices in our homes, offices and pockets are being targeted by intelligence services for the 
purposes of covert surveillance.11 This apparently includes hacking tools that exploit all manner 
of technologies – smart TVs, Apple and Android phones, GPS devices, Windows and Apple PCs, 
internet routers and other ‘smart’ home devices. The recently-reported hacking of Samsung 
smart TVs, which turned them into covert microphones, was called “Weeping Angel” by the 
American Central Intelligence Agency, after a Doctor Who villain.

Even toys are now connecting to the internet, with smart apps offering a rich learning 
environment for children and interactivity as well as personalisation. But there are risks. For 
example, VTech makes a wide variety of consumer electronics and is one of the world’s largest 
toy makers. Some of their toys connect to the internet and allow children to download new 
content and to chat interactively with parents. VTech was hacked at the end of 2014, and the 
hacker was able to steal names, mailing addresses, email addresses, IP addresses, download 
histories, the genders and birth dates of the children, pictures of the victims, chats conducted 
between parents and their children, and much more. According to reports, the breach affected 
more than six million children and four million parents across the world.

Figure 11: The CIA named a hacking attack on Samsung TVs after Weeping Angel, a Doctor Who villain
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So, issues of who is doing what and why for whom often underlie and constrain digital 
technology adoption. This is especially so in public services where the standard of what is 
acceptable practice is culturally higher than that currently applied to the private sector. The 
‘Who?’ question is particularly fraught in the UK, for we have no universal system of citizen or 
organisational identification and instead rely upon a hotchpotch of semi-independent, public 
and private sector personal identity providing and managing services. These have undoubtedly 
served well enough in the analogue and slow moving past, but are equally undoubtedly now 
a constraint upon making best use of personalisation and integration of fast and convenient 
digital services in the future. UK government attempts to bring about one single ‘gold standard 
identity system’ have repeatedly failed. There’s no serious prospect of one anytime soon unless 
immigration control as part of the post-Brexit settlement after 2019 is a sufficiently powerful 
lever for a major, politically-driven change in popular attitude in this area. For some time yet 
in the UK there will very likely remain a plethora of local place-based identity systems and, 
less than ideally, its smart places will be islands in an archipelago of only partly interoperable 
personalised systems.

For governments and other leaderships, the only long-term antidotes to the suspicions and 
fears that constrain digital adoption are, first, openness and transparency about what is being 
done for whose benefit and, second, showing that steps being taken to ensure the new smart 
technologies are designed with good privacy and security controls in mind. Smart places will 
appreciate these points and invest in such, not least for their own benefit.

Key message:

Smart places recognise there are real and perceived threats and risks about the  
gathering and use of personal and person-related data. They will address these through 
openness and transparency, and practical security solutions, demonstrating the added 
value in return for the trust invested in them. They will also ensure that the smart 
technologies deployed are designed with interoperability and good privacy and security 
controls in mind.
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Open data

Open data is an important complement to using personal and person-related data in best 
facilitating a smart place environment. ‘Open data’ is data provided by public or private interests 
to be re-used and redistributed by anyone, usually subject to compliance with appropriate 
licence permissions.

The UK government is a world leader in promoting open data, both from its own data sets and 
in encouraging widespread use of commercial data where possible. One of the best examples of 
this is the reuse of transport data in London. 

Following Transport for London (TfL) opening its data, a whole range of independently-
developed transport apps were made possible that have seen widespread adoption in the city. 
These benefit TfL as well as their customers and the app developers, yet TfL did not have to 
make and market the apps itself. The Open Data Institute (ODI) reports that TfL has seen a 58:1 
return on its investment in making its data open.12 As TfL says:

“Openness and transparency is helping to transform the way we operate. It 

strengthens our relationships with customers and stakeholders, and raises 

awareness of how we can work with local communities and businesses to improve 

our services.”

Figure 12: Transport for London (TfL) says its transformation is due in part to openness and 
transparency, with TfL being a major proponent of open data



Smart places: Changing the Nature of Local Government 21

www.socitm.net/insight

Key message:

Open data offers much value for individuals, communities, businesses and councils 
themselves. Councils are at an early stage in harnessing the benefits from open data  
to facilitate a smart place environment. Leading councils are beginning to harness  
the potential by being open to collaboration in both publishing and generating new  
value from data.

Councils too are beginning to harness the benefits of open data. Emergent examples include 
Data Mill North,13 and Open Data Camden.14 More details of these and other examples can be 
found in Socitm’s topical briefings and reports.15

There are many global examples of open data in action as well, such as the Analyze Boston 
platform,16 which has the goal of establishing open data assets as a platform for sharing 
knowledge, not just as a collection of data sets.

Consequently, open data is now developing into a range of innovative areas, such as medical 
research, crowdsourcing solutions to problems, better understanding our governments and 
pursuing our interests or needs more easily. Open data offers clear economic and social value, 
and is a key ingredient in smart places planning. The Shakespeare Review into public data in 
2013 identified £6.8billion of total value in UK public sector data and the ODI has identified 
‘open data’-driven UK companies with a combined annual turnover exceeding £92billion, 
employing more than 500,000 people. 

https://datamillnorth.org/
https://opendata.camden.gov.uk
https://www.socitm.net/publications/topical-briefing-89-realising-the-potential-of-big-data-analytics
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Cyber resilience

Smart places are more vulnerable to cyber threats because of their high dependence on  
digital technologies. 

These threats are not just from traditional hacking and industrial espionage, but also in the 
form of enhanced risks to energy, food and water distribution networks, and any other essential 
services whose logistics are managed digitally. Malicious intrusion and simple IT malfunction 
could, in theory, quickly bring businesses to their knees and cut the effectiveness of essential 
social services such as fire, police and health and social care. 

The tasks of making smart places both digitally secure and resilient – AKA cyber resilience – are 
therefore a high priority, dependent on joint effort across sectors and the vigilance of digitally-
literate and risk-aware citizens. It requires the identification and prioritisation of critical smart 
place assets, identifying and monitoring the major risks to them and planning responses to 
attack or accidental events. 

Current response to cyber threats and 
building resilience is not mature, too often 
tending to rely upon national government 
action to protect against international 
cyber-attacks rather than based upon 
multi-sectoral, joined up local action that 
complements and extends nation-scale 
efforts. A concerted and holistic approach  
is required, and nowhere more than in 
smart places.

The ultimate risk to future smart places is 
seen in sci-fi movies – where machines are 
taken over, whether by other machines or 
malicious human interest and governments. 
The inter-connected network of devices 
is then used to monitor and control the 
lives of others, or to carry out extortion by 
threatening to bring down infrastructure, 
services and organisations. Unfortunately, 
this is not as fictional as it might at 
first appear. And neither are the risks 
only evident to the largest (and richest) 
corporate organisations. 

Figure 13: An example of a typical ransomware request
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In recent years, the incidence of so-called ’ransomware attacks’ has grown significantly, 
sufficient now to be a realistic risk to virtually all organisations’ and individuals’ internet-
connected IT systems. It is a type of malicious software designed to block all access to a 
computer system by encrypting its stored data, until a sum of money is paid for the de-
encryption key to unlock the data files.

Nearly 40 per cent of all businesses globally experienced a ransomware attack in the past  
year. even worse in the UK, where 54 per cent of surveyed businesses had been targeted  
with such an attack. Of UK organisations hit by ransomware, 20 per cent reported being  
charged more than $10,000 to unlock their files, and three per cent of the demands were  
in excess of $50,000.17

In January 2016, Lincolnshire County Council was hit by a reported £1million ransomware 
demand.18 According to the BBC, the council’s computer systems were shut down for several 
days, in an incident that was reported as being  ‘the biggest attack’ the authority had ever 
experienced. Due to speedy preventive action and a well-managed response, relatively little 
data was lost and no ransom was paid. Systems had to be re-built and data files reloaded from 
backups. However, it could have been worse, had sensitive data such as child protection records 
been compromised or even lost without adequate recoverable backup data.

Smart places will increasingly depend on machine-to-machine (M2M) interactions and decision-
making. Consider the energy grid; it is already impossible for a human operator to process 
all the data necessary to make decisions at the speed required by the system. Whilst M2M 
decision-making is a beneficial feature of smart places, it is also one of their greatest risks. 
For example, smart meters in homes were reported as malfunctioning in March 2017 by the 
Telegraph.19 A glitch in Scottish and Southern Electric (SSE) meters resulted in one consumer 
being advised that they had exceeded their daily budget by nearly three million per cent! 
The consequences of such errors at scale, perhaps from a cyber-attack, could be substantial. 
Ransomware variants could be designed to encrypt and cripple an entire city’s grid, with ransom 
demands likely to be very considerable in such a scenario.

Smart places need measures in place to assure adequate resilience and effective methods of 
response that keep pace with cyber threats. They need to keep up with, or ideally be, one step 
ahead of the criminals and anticipate the effects of accidental mishaps too. 

Smart places also have a wider responsibility in contributing to the protection of the UK as a 
whole. A compromised infrastructure in one place could easily cross-contaminate connected 
others, not unlike a virus attacking a population. Indeed, a future attack on UK government 
may not target hardened, key national centres like GCHQ and Whitehall departments directly at 
all, but rather enter via the wider mesh of interconnected systems, seeking out the vulnerable 
access points to higher and higher layers of security, through local government, health and 
other digital local public services.
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Planning in smart places needs to address these new vulnerabilities, specifically for example in:

• Penetration testing of connected systems and resilience-by-design.

• Supporting civic awareness and engagement programmes, ensuring general vigilance  
and awareness

• Participation in inter-agency cooperation and in developing common standards for systems 
monitoring, breach analysis and containment, and for reporting and learning from identified 
risks and incidents. 

At the national level, the National Cyber Security Strategy and the newly established National 
Cyber Security Centre (NCSC) are charting the way forward. Socitm and its partner organisations 
are working with the NCSC to ensure that the needs of localities are fully recognised and 
supported by national guidance, intelligence and expertise.

Key message:

Smart place governance and wider civic leaderships must prioritise cyber security and 
resilience-by-design, setting a lead for others to follow; their high dependence on digital 
technologies locally requires this. The solutions are not just government, organisational 
and technical, because many of the major risks are cross-sectoral and created by individual 
actions when using ICTs.

https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021
https://www.ncsc.gov.uk/about-us
https://www.ncsc.gov.uk/about-us
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Regulation

Governments are nervous about regulating – over-regulation has proved burdensome  
on businesses and on the business of government in the past, and the internet and World  
Wide Web have been successful at least in part because of a lack of regulation has not been  
a brake on innovation. 

But a ‘free-for-all’ has many risks, especially in smart places, and especially in relation to 
personal data. With the EU General Data Protection Regulation (GDPR) coming into force  
in 2018 (it will apply post-Brexit in 2019, but the consensus is that the UK will need to comply  
to maintain its competitive position), there are already moves to modernise data protection  
to reflect changes in technology. There are some common principles, which matter to  
successful smart places:

• User consent and anonymity. The ability for us to be able to decide how and when 
information about us is gathered. This includes a right to know what data has been  
captured about us, how we are being tracked, as well as how our data is being used and 
shared and how long it is held. This would include the right to challenge and to correct any 
errors. Few may choose in practice to opt out from much, but many will opt out from some 
– and the choice is important

• Transparency. It’s important that nothing is hidden in what is being captured about us and 
where devices are collecting data in our homes, offices and streets. A rule of Open Data for 
businesses and governments is probably the biggest safeguard we can have 

• Citizen-focussed regulation. Regulation and legislation which places the emphasis and 
controls in favour of the citizen. This implies international regulation with appropriate 
consequences for breaches. For the UK this should be covered by the Data Protection Act – 
but a review is needed against the emerging issues from IoT

• Free ‘who’s tracking me?’ apps. Like current internet security, virus checking and web 
filtering. Such facilities would scan for devices in our homes, offices and public places  
to identify what information sensors and systems are collecting about us, alerting us to  
any changes and allowing them to be blocked or switched off on our local networks  
when appropriate

• Education. Citizens need to be aware of the risks as well as the benefits of digital 
technologies they interact with, and to be equipped with enough knowledge and skills to 
retain control of personal data and to keep safe. There is a responsibility of governments, 
agencies, schools, colleges and businesses to help to raise digital literacy in their 
communities and customer base.



26 Smart places: Changing the Nature of Local Government

www.socitm.net/insight

Other areas of government intervention in smart places should be designed to:

• Stimulate local markets – encouraging small start-ups and innovation hubs to take root 
alongside the big international players and ensuring areas of social and community value 
are not overlooked simply because a commercial model is less attractive

• Ensure easy and seamless access to broadband mobile and Wi-Fi – creating statutory 
obligations on providers to work together to deliver universal coverage, to integrate 
networks and to deliver safe and good value services to all

• Ensure technology services work for public and community good – ethical behaviours, 
positive employment policies, corporate social responsibility, community value and low 
environmental impact.

Key message:

It is easy to be frightened of technology and to present a picture of a smart future which 
is like a dystopian sci-fi movie. The development of smart places must recognise and deal 
with true risks and citizen concerns to harness the exciting opportunity that the power 
of IT can offer for social, environmental and economic good. It is also inevitable. Smart 
places in democratic societies must take a lead in balancing the need for appropriate 
action to regulate and control, in the interests of citizens they represent without stifling the 
entrepreneurial and innovative spirit.
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What does the future hold for smart places? Above all, smart places will be about people and 
how we choose to use smart technologies as individuals and as communities.

Smart places are in their infancy today. Even the leading ‘smart cities’ are only just beginning to 
grasp the possibilities of embedded IoT sensors and the range of data they collect, let alone the 
possibilities of a whole range of interconnected technologies that can enrich our lives, generate 
economic growth and better protect the environment.

The prize for smart places will be to create strong and vibrant communities, not just  
economic prosperity. Digital can offer solutions in smart places to a range of social and 
community challenges that exist today, if organisations work together and citizens are  
engaged – equally and openly. Inclusivity will be important, therefore, and despite slow  
progress in the UK, internet access will become ubiquitous as well as simpler for those who 
currently are disenfranchised.

The UK has set a global lead in many ways – open data, aspects of digital government, electronic 
financial services, and the many smaller innovative IT businesses that have grown here. But it is 
the UK’s democratic heritage that will stimulate our lead in future digital and smart places. This 
is because the future is about people – their data, their privacy and their say over what happens 
in their area. This is in our psyche already. Governments that try to control their citizens 
through technology, or resist the demands of citizens to own their data and their interactions 
will, over time, be fighting a losing battle.

At the same time, a degree of regulation, monitoring and control is needed. Without this, there 
will be no common basis for inter-connectivity and hence loss of data value as well as risks 

Smart communities in the future

Figure 14: What does the future hold for our cities and our communities – our smart places?
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to personal privacy. The trick is for governments to find the right balance of control, taxation, 
market intervention and regulation. This can also allow smaller local enterprises to take root 
where global companies might otherwise dominate. Involvement of citizens in these decisions 
and choices is essential.

There are considerable risks in personal digital safety and security which smart places will lead 
on resolving. That resolution is not just about ensuring mistakes with smart technology and our 
data cannot be made. It is also about persuading the public that tangible benefits outweigh the 
manageable risks. ID smart cards in the UK did not fail as a concept because of the technology 
or even because they were not a great idea – look at the many countries such as Estonia that 
benefit from universal citizen smart card; rather it was public worry about how data would be 
used and held, and the failure of government to understand and to address those fears, that 
politically scuppered that project.

Many of today’s risks and issues associated with technology, the internet and the accumulation 
of personal data can be remedied, provided there is transparency and trust in the purposes 
and means. Citizens and businesses must genuinely feel in control of their interactions 
with government and industry. Without transparency and trust, the pace of smart place 
development will be slowed for decades to come. These are things that require open, public 
debate, and appropriate safeguards and principles established in due course. Aspiring smart 
places must be at the forefront of these discussions and demonstrating the art of the  
possible in practice. 

For example, Milton Keynes’s smart cities 
programme, MK:Smart, has a citizen innovation 
team charged with identifying and helping 
realise citizen-led innovations that make local 
communities more sustainable.20 They are 
harnessing the collective intelligence of local 
citizens to co-create – i.e. crowdsourcing – a more 
sustainable future for Milton Keynes. Imagine this 
taken to the level of defining health and social 
care and other vital national and regional policies 
and taxation/expenditure practices. That is the 
future for smart communities.

Key message:

Smart places know that shaping their future lies in the involvement and the insights 
of all their citizens and not just in the wisdom of experts or business interests. Such 
a representative diversity of interests will give each smart place its own rich and 
collaborative ecosystem of organisations, projects, interests, ideas and decision-making 
– all shared and joined to mutual benefit. This collection of smart places guides makes 
connections between people, communities and the opportunity of technology including 
and beyond smart cities.

Figure 15: MK: Smart is championing 
citizen-led innovations that make 
communities more sustainable
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This is the last in the series of guides and analyses on smart places. But, with its focus on people 
and communities, it is perhaps the most important. 

Smart places are fundamentally about people, communities, and the way we design, deploy and 
plan technologies for the benefit of society in its broadest sense. Well-designed smart places 
will use technology to make us safer, healthier, better educated and more connected. They will 
make our environment sustainable – less polluted and easier to navigate. And they will bring 
economic prosperity with business opportunity.

But being ‘smart’ also brings risks: risks of domination by big companies exploiting sophisticated 
algorithms and artificial intelligences, and risks to personal privacy, security, and from fraud. 
Without care to be person-centric and inclusive, ‘smart’ can depersonalise and disenfranchise 
those who are not able to take advantage of digital advances.

A balance must be struck between commercial interest, individual citizen’s rights, and 
community wellbeing; likewise, a balance must be found between the risks and the 
opportunities of widespread smart technology deployments. 

The biggest threat to this vision lies in a lack of public trust. Smart places will need to overcome 
distrust in a growing dependence on IT, distrust that digital systems and services really are 
safe to use, and distrust that the growing bank of data that is collected about us is being 
held, used and disposed of in ways that we can understand, accept and control. Whilst there 
is undoubtedly a clear and growing role for accountable local councils at the centre of smart 
places agendas, digital social technologies are also giving citizens an evermore engaged and 
direct voice that needs to be listened to and reassured too. 

The best outcomes will occur when government, public services, industry and academia work 
together with local citizens and communities to work through the difficult issues and accentuate 
the benefits of being a smart place.

Conclusion
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